ANNEX A - SOFTWARE SPECIFICATIONS

Software

Description

Explanation and
quantities

Fidelis Elevate
(EDR)

Description: 501

Endpoint protection
against targeted
attacks for 500
licenses (server and
ground infrastructure
+ user workstations).

Network: 100
Mbit, 30 days

Analysis and detection
of network traffic
anomalies 100 mb/s,
30 days of metadata
storage.

EDR 500 (without
AV)

A system for building
traps to detect
potential intruders of
501 assets (server and
ground infrastructure
+ user workstations).

Symantec SMG

SMD 100 Protection of email
traffic for 100 users.
SWPS 200 Web traffic protection

for 200 users.

SDLP 100+ DB
Oracle

Protection against
confidential
information leakage
for 100 users.

SEP 100

Protection of
workstations
(antivirus) 100 pieces.

FUDO PAM

LIC 100

Control of
administrator actions
when connecting to
target systems, 100
critical systems.

Tanable.sc+

500 Ips

Detection and
management of
infrastructure
vulnerabilities (server
and ground
infrastructure + user
workstations) 500 ip.

Solarwinds
HPO

HPO 250 nodes

Monitoring of critical
infrastructure services
250 nodes (network
and server
infrastructure).

SRM 200

Storage system
monitoring system for
200 monitored disks.
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Database monitoring,
a total of 29 databases
(SQL 15, Oracle 14).

DPA: Category
1:15, Category 2:
14

License period:
From 01 September 2023 to 31 December 2024
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