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| write with reference to my letter of 10 April 2002 (S/2002/385).

The Counter-Terrorism Committee has received the attached supplementary
report from the United States, submitted pursuant to paragraph 6 of resolution 1373
(2001) (see annex).

| would be grateful if you could arrange for the present letter and its annex to
be circulated as a document of the Security Council.
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resolution 1373 (2001) concerning counter-terrorism
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Annex

L etter dated 14 June 2002 from the Chargé d’ affaires a.i. of the
United States Mission to the United Nations addressed to the
Chairman of the Security Council Committee established pursuant
to resolution 1373 (2001) concerning counter-terrorism

| am pleased to provide the additional information (see enclosure) requested by
the Counter-Terrorism Committee in its letter of 22 March 2002.

| should like to take this opportunity to express my continuing appreciation for
your leadership in the fight against international terrorism.

(Signed) James B. Cunningham
Chargé d' affaires a.i.
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Enclosure
Reply to the Counter-Terrorism Committee, 14 June 2002

Security Council resolution 1373 (2001)

Par agraph 1(a):

| mproved Coordi nation at Honme: Does the US have a speciali st
counter-terrorismbody or is that the responsibility of a nunber of
departnments or agencies? In the latter case, how is coordination
anong the various entities effected?

Does each agency define its strategy independently, or does it carry
out nmeasures that have been established at a higher level? Wo
determ nes that policy and, if applicable, the distribution of tasks
anong agenci es?

The United States is engaged in an ongoing effort to inprove its
ability to conbat terrorism On June 6, 2002, President Bush
announced that he woul d ask the Congress to create a cabinet-|evel
Departnent of Honmel and Security. The new departnent woul d i ncl ude
many functions now perforned by existing departnents, agencies and

bureaus. The creation of the new departnent will take tine,
especially since new legislation will be required. W will inform
t he CTC when these changes are in place. |In the neantine,

responsibility for conbating terrorismis organi zed as foll ows:

The National Security Council (NSC), created by the National
Security Act of 1947, coordinates the President’s national security
policies anong the various Executive Branch departnents and agencies
and ensures their effective devel opnment and i npl enentation.

On Cctober 8, 2001, through Executive Order 13228, the President
created the O fice of Homeland Security (OHS) within the Executive
Branch to devel op and coordinate the inplenentation of a
conprehensive national strategy to secure the U.S. fromterrorist
threats or attacks. OHS coordinates the Executive Branch’s efforts
to detect, prepare for, prevent, protect against, respond to, and
recover fromterrorist attacks within the United States. OHS works
wi th executive departnments and agencies, state and | ocal
governnents, and private entities to ensure that the nationa
strategy is adequate. The sane executive order established the
Honel and Security Council, as a counterpart to the NSC. The

Honel and Security Council advises and assists the President with al
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aspects of honel and security. It also ensures the effective
coordi nati on, devel opnent, and inplenentation of security policy.

On Cctober 9, 2001, the President established the Ofice for
Conmbating Terrorismunder the direction of the National Director and
Deputy National Security Advisor for Conbating Terrorism This
person, who serves as the President’s principal advisor on the

i nternational and donestic dinensions related to conbating gl obal
terrorism reports to the Assistant to the President for National
Security Affairs and to the Assistant to the President for Honel and
Security. He is responsible for coordinating diplomatic, trade,
financial, foreign assistance, foreign training and ot her prograns
to ensure support for counter-terrorismobjectives. He chairs an

i nt eragency group that supports this m ssion.

On Cctober 16, 2001, the President established the President’s
Critical Infrastructure Protection Board (CIPB). The CIPB
recommends policies and coordi nates prograns for protecting critical
i nfrastructure such as power grids, bridges, dans and gas |ines and
the information systens that support such assets. To ensure

coordi nati on between the NSC and the OHS, the Chair of the ClPB
reports to both the Assistant to the President for National Security
Affairs and to the Assistant to the President for Homel and Security.

Many departnents and agenci es have responsibilities and authorities
for devel opi ng and nmanagi ng counter-terrorisminitiatives,

assi stance or progranms. These efforts are guided by the principles
contained in the annual National Security Strategy, and by the
forthcom ng, inaugural editions of the National Strategy for
Conmbating Terrorism the National Strategy for Honel and Security,
and the National Strategy for Cyber Security.

Responsibility for different aspects of the war on terrori st
financing is also distributed anong many departnments of the U. S.
Governnent. The Treasury Departnent chairs an inter-agency group
that coordinates U S. efforts against terrorist financing. This
process involves experts and policy makers fromthe Departnents of
State, Treasury, Justice, the Federal Bureau of I|nvestigation, the
intelligence community, and the White House (NSC). Additional sub-
groups support the work of the interagency conmittee by establishing
potential targets, deciding appropriate action for each of the
targets, and building international cooperation.
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Pl ease indicate the dates on which the International Convention
for the Suppression of the Financing of Terrorismand the United
Nati ons Convention Agai nst Transnational Organized Crinme are to
be ratified. Has a program of ratification already been

enbar ked on?

The Senate gave advice and consent to ratification of the
Terrorism Fi nanci ng Conventi on on Decenber 5, 2001, and the
Presi dent has signed the instrunent of ratification. Legislation
necessary to i nplenment the Convention passed the House of
Representati ves on Decenber 20, 2001, and currently is pending
in the Senate. The United States expects to deposit its
instrument of ratification as soon as the necessary inplenmenting
| egislation is enacted.

The United States signed the Transnational Organized Crine
Convention on Decenber 13, 2000, and expects to transmt the
Convention very shortly to the Senate for advice and consent to
ratification. No inplenenting |legislation is envisaged, so
ratification would follow directly after Senate action and
signature of the instrument of ratification by the President.

Are natural or |egal persons other than banks (e.g. attorneys,
notaries or other internediaries) required to report suspicious
transactions to the public authorities, and if so, what are the
penalties that apply to a person who omts to report, either
willfully or by negligence?

In addition to banks, the regulations (31 Code of Federal
Regul ati ons 103.18, 103.19) inplenenting the Bank Secrecy Act
(31 United States Code 5318(g)) require the follow ng persons
and entities to file suspicious activity reports:

e Thrifts, savings & | oan associations, and credit unions
(which the regul ati ons define as “banks”);

e Money transmtters, issuers/sellers/redeeners of traveler’s
checks, noney orders, and stored val ue; and

e The United States Postal Service.

I n addition, recent statutory anmendnents to 31 U.S.C. 5318 nmde
by Section 356 of the Uniting and Strengthening Anerica by
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Provi di ng Appropriate Tools Required to Intercept and Obstruct
Terrorism Act, Public Law 107-56 (October 26, 2001 — the “USA
PATRI OT Act”), require Treasury to publish a final rule by July
1, 2002, requiring broker-dealers in securities to file
suspicious activity reports. The rule has been published for
coment, 66 Federal Register 67670 (Decenber 31, 2001), and is
being finalized for publication prior to July 1. A rule
requiring casinos to report suspicious activity was published
March 29, 2002, 67 F.R 15138, and is expected to be finalized
during the sumrer of 2002. Congress also has required the
Treasury Departnent to determ ne whet her commodities brokers
shoul d be required to report suspicious transactions pursuant to
t he Section 5318 anmendnents cited above, and to study whet her

i nvest ment conpani es shoul d be brought within the Bank Secrecy
Act regul ations, including those requiring the reporting of
suspi ci ous transactions. Both projects are ongoing. The

i nvest ment conpany report is due October 25, 2002.

The Bank Secrecy Act provides both civil and crim nal penalties
for violations of the inplenmenting regulations, including those
mandat i ng suspicious activity reporting. Civil penalties (31
U.S.C. 5321) can be based on wllful violations, negligent

viol ations, or patterns of negligent violations. For wllful
violations, civil penalties my be inposed of up to the greater
of the anobunt of the transaction (not to exceed $100, 000) or
$25,000. For negligent violations, civil penalties my not
exceed $500. For a pattern of negligent violations, a civil
penalty of up to $50,000 nmay be inmposed. A civil penalty may be
i nposed notwi t hstanding the inposition of a crimnal penalty for
the same viol ation.

Crimnal penalties (31 U S.C. 5322) may be inmposed for w |l ful
violations of the regulations in an amount up to $250, 000, the
violator may be inprisoned for up to five years, or both
sanctions may be inposed. Where the violation is part of a
pattern of any illegal activity involving nmore than $100, 000 in
any twel ve-nonth period, or occurs in conjunction with the

viol ation of another |law of the United States, a fine of

$500, 000, or up to ten years’ inprisonment, or both, may be

i nposed.
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Par agraph 1(b):

Provi di ng Support to Terrorists: Does the offence of "support to
a Foreign Terrorist Organi zation" arise only with regard to the
terrorist organizations included in a list drawn up under
Section 219 of the Immgration and Nationality Act? Can
proceedi ngs be instituted against the acconplices of a terrorist
organi zation that is not yet listed? If not, how would the
United States deal with such a probl enf?

The United States Crim nal Code has at |east two distinct

provi sions that can be applied to those who | end materi al

support or resources to terrorists. Perhaps, the nost w dely
recogni zed provision is 18 U S. C. 2339B, which makes it a
federal crime to knowi ngly provide or attenpt or conspire to
provi de material support or resources to a foreign terrorist
organi zati on, which has been designated as such by the Secretary
of State, in consultation with the Attorney General and the
Secretary of the Treasury.

Section 2339A enables the United States to prosecute those who
provi de, or attenpt or conspire to provide, material support or
resources for use in the conm ssion of a wide variety of crines,
including terrorist related crinmes. Those who conceal or

di sgui se the nature, |ocation, source of ownership of materials
for use in the comm ssion of a crinme and those who aid in the
escape of those commtting such crinmes can also be prosecuted.

(As with 2339B, the term"nmaterial support or resources" is very
broadly defined to mean "currency or nonetary instrunents or
financial securities, financial services, |odging, training,
expert advice or assistance, safe houses, false docunentation or
identification, conmunications equi pnent, facilities, weapons,

| et hal substances, explosives, personnel, transportation, and

ot her physical assets, except nedicine or religious materials.)
Char ges under 2339A may be brought whether or not a designated
foreign terrorist organization is involved in the violation.
(Penalties for each violation can include crimnal fines and
incarceration of up to fifteen years or life.)

In addition, the International Emergency Econom ¢ Powers Act,
50 U.S.C. 1701-1706 (I EEPA), authorizes the President to
exerci se broad energency powers when he has declared a nationa
emergency to deal with a threat to the national security,
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foreign policy, or econony of the United States. Pursuant to

| EEPA, the President issued Executive Orders 12947 of January
23, 1995, and 13099 of August 20, 1998 (both entitled

“Prohi biting Transactions that Threaten to Disrupt the Mddle
East Peace Process”), and Executive Order 13224 of Septenber 23,
2001 (“Blocking Property and Prohibiting Transactions wth
Persons Who Commit, Threaten to Commit, or Support Terrorisni),
whi ch designated terrorist groups and individuals, and del egated
authority to, as appropriate, the Secretary of State or the
Secretary of the Treasury, in consultation with each other and
the Attorney General, to designate further entities and

i ndi vi dual s (persons), including, anong others, persons
providing financial, material, or technol ogical support for, or
services in support of, terrorist acts or for other designated
persons, as well as persons the Secretary of the Treasury
determ nes are owned or controlled by, or act for or on behalf
of ot her designated persons. The Executive orders bl ock the
assets of and prohibit transactions with desi gnated persons.
Knowi ng viol ation of these prohibitions is a federal crinme, and
civil renmedies are al so provided.

| s the concept of "a Foreign Terrorist Organization” to be
understood as "a foreign organization"” that "engages in terrorist
activity" that "threatens the security of United States nationals or
the security of the United States” (section 219 INA)? If so, what
nmeasures are there to prevent or punish acts commtted by terrorist
organi zations operating fromthe United States, by fund-raising for
exanpl e, but for a cause not likely to affect United States

i nterests?

For the purposes of designation of foreign terrori st

organi zations in connection with 18 U S.C. 2339B, a foreign
terrorist organization is (1) a foreign organization, (2) that
engages in terrorist activity, which (3) threatens the security
of United States nationals or the security of the United States,
as prescribed pursuant to 219 of the I NA.

Any United States-based fund-raising activity on behalf of a
terrorist organization, even those organizations whose acts of
terrorismdid not target the United States, would likely easily
nmeet the threshold |evel of threat to the security of United
States nationals or the security of the United States, as
prescri bed pursuant to 219 of the INA. In addition, the
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provi sions of 18 U.S.C. 2339A, descri bed above, and the

provi sions of the | EEPA, also described above, are available to
prevent and punish acts commtted by terrorist organizations
operating fromthe United States.

Par agraph 1(d):

Does the United States have any nmeans of nonitoring financial
activities, in particular fund-raising, by non-governnent al
associ ations or organi zations? If so, please provide an outline.

No single agency exclusively regul ates fundraising. Federal or
state governnent agencies regul ate aspects or fund-raising,
dependi ng on the subject matter and context Monitoring non-
gover nnent al associ ations or organi zations involves federal and
state governnental oversight and private sector self-regul ation.

Most fund-raising is conducted by tax-exenpt organi zations,

whi ch nmust neet certain requirenments of federal tax law to
establish and maintain their exenptions. The federal governnent
adm ni sters the federal incone tax |laws, as well as other
federal |laws that affect charitable fund-raising. The Interna
Revenue Service (IRS) adm nisters the federal tax | aw

requi rements that apply to tax-exenpt organizations. The IRS
focuses on the operations of organizations to determ ne whet her
their activities and funds further purposes recognized by the
tax law as eligible for exenption.

The state governnents al so regul ate other aspects of non-profit
organi zations, including fund-raising. A majority of states
have adopted uniformlegislation entitled “Mdel Act Concerning
the Solicitation of Funds for Charitable Purposes.” This act
requi res non-profit organizations to register before raising
funds and to conply with consunmer protection standards. The
attorney general’s office of each state has authority to enforce
conpliance with the state’s fund-raising laws as well as its
non-profit corporation | aws under which organi zations are
created.

The charitable and phil ant hropic sector conplenents governnent al
oversi ght through “watchdog” groups, managenent support
organi zations, and infrastructure groups.
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10

Feder al

A.

Regul ati on

Federal Tax System

1

Tax Reporting

I n general, associations, organizations, and trusts
are subject to incone taxation unless they are
exenpt under specific provisions of federal incone
tax law. Taxabl e organi zations file annual tax
returns with the I'RS, just as any other taxable
entity or individual. The tax return of a taxable
organi zation that raised funds would show little
about the use of the funds apart frominformation
needed to determne tax liability.

Tax- exenpt organi zati ons, except for churches, smal
organi zations, and certain others, file annua
information returns rather than tax returns. The
information return (Form 990 for nobst organi zations;
Form 990-PF for a private foundation) requires
organi zations to report information about activities
in addition to financial information, including
assets, liabilities, income and expenses.

A significant feature of the U S. systemis that
information returns filed by tax-exenmt

organi zations are not confidential, as are tax
returns. Thus, the information organizations
provi de on Form 990 or Form 990-PF is available to
t he public.

Tax- exenpt Organi zations

Tax- exenpt organi zati ons do not normally pay taxes
on their incone.

Organi zations eligible for tax-exenpt status under
section 501 (c) (3) of the Internal Revenue Code

i nclude charitable, religious, educational, or
scientific organi zations. They nust be organi zed as
not-for-profit organi zati ons, which neans they
cannot have, or distribute incone to, private
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owners. They nust al so nmeet an organi zati onal test
and an operational test:

The organi zational test requires that the docunents
creating the organization (articles of

i ncorporation, trust docunents, etc.) contain
certain standard provisions. For exanple, the
docunents nmust provide that the organization is
created exclusively for charitable purposes and that
its assets will only go for charitable purposes if

t he organi zati on di ssol ves.

The operational test |ooks at the organization’s

operations. It nmust primarily engage in activities

t hat acconplish tax-exenpt purposes. It nust operate
for public rather than private purposes, and insiders
may not unduly benefit fromits operations. It cannot

intervene in political canpaigns, and may do only a
[imted anount of | obbying.

There are two types of 501(c)(3) organi zations:
public charities and private foundations. Public
charities include churches, schools, hospitals, and
organi zations that receive broad public support from
public contributions. They are not subject to the
strict operational controls and special taxes that
are i nposed on private foundati ons.

Private foundations generally are charitable

organi zati ons supported by investnent incone rather
t han contri butions, and are often controlled by

fam |y nenbers. They are subject to a nunmber of
excise taxes to assure that their assets benefit
charitabl e purposes rather than private interests.
These taxes prevent insider dealings and ot her
specified activities, and mandate a m ni num | evel of
charitable distributions.

Regul ati on of Tax- Exenpt Organi zati ons

The I RS oversees tax-exenpt organizations through
the OFfice of the Director, Exenpt Organizations
(“EOQ’) in its Tax Exenpt and Governnent Entities
Division (“TE/GE”). EO has three primary functions:

11
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rul i ngs, exam nations, and customer education and
out r each.

The rulings program anong other functions,
processes applications for recognition of tax
exenption to determ ne if organi zations neet the
requi rements for exenption. Except for churches and
certain small charities, all organizations nust
apply to the Internal Revenue Service to be

recogni zed as 501(c)(3) organi zations. The IRS w |
review the application to ensure that the

requi renments for exenption are net.

The exam nation program nonitors conpliance with the
tax laws by reviewi ng and verifying the annual
information returns filed by tax-exenpt organizations.
It al so conducts audits to determ ne whet her

organi zati ons continue to operate as required by the
tax | aws, and assesses taxes and i nposes ot her
sanctions for non-conpliance.

The custoner education and outreach program works

wi th tax-exenpt organizations to help them

under stand and neet their responsibilities under the
tax | aws.

The IRS nmay deny an organi zation’s application for
t ax- exenpt status, or revoke its existing tax-exenmpt
status, if the organi zation does not conply wth
federal tax law. A revocation nmeans that the

organi zati on becones taxable and, in the case of a
section 501(c)(3) charity, that donors will receive
no tax benefits fromcontributions to the

organi zation. Revocation may al so cause the state
in which the organi zation is organi zed to take
action to ensure its assets are used for charitable
pur poses.

Dat a Avail abl e on Specific Tax- Exenpt Organi zations

I n general, tax-exenpt organizations file an
application to obtain their status (Form 1023 for
501(c)(3) organizations and Form 1024 for other
exenpt organi zations). |If the application is
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approved, a copy of the application is available to
the public fromthe I RS and shoul d be avail able from
t he organi zation as wel |.

The application contains the organi zati onal
docunents and description of the organization’s

i ntended activities as of the date of application.
It will also disclose the principal officers and
recent financial history.

Once an application is approved, no subsequent
application is made even if the organization
substantially changes its activities. Consequently, it
is possible that the information on the application may
be outdated and not indicative of the organization's
current activities. |[If an organi zation changes its
activities, it is asked to informthe IRS of the
change, but the I RS does not meke the notice of change
public.

As indi cated above, the annual information returns
prepared by tax-exenpt organizations (Forns 990 and
990- PF) are available to the public, except for the
organi zation’s list of contributors. The returns
list assets and liabilities, incone and expenses for
each year

Contribution incone and fund-rai sing expenses are
separately item zed.

Contribution incone and fund-raising expense
reporting has not always proven to be reliable, or
consi stent from organi zation to organi zati on. Tax-
exenpt organi zations may try to mnim ze reported
expenses so that their operations appear to be nore
efficient than they actually are. This m ght be
done by disguising fund-raising expenses as
charitabl e program expenses, or by “netting”
contribution incone against fundraising expenses
(and not reporting the actual anmounts netted).

Organi zations nust show the total anmount of grants
made, but do not necessarily list particular
recipients.

13
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B

e Forms 990 and 990-PF are available fromthe IRS, and
t he organi zati on nust provide copies of its three
nost recent annual returns to anyone who asks. This
requi renment has facilitated efforts in the private
sector to make information about tax-exenpt
organi zations wi dely avail able. (See, for exanple,
wWww. gui destar.org, a web site dedicated to naking
information returns and ot her information about
charitabl e organi zati ons easily accessible.)

e Tax returns and other docunments that are not
publicly avail able for inspection are generally not
avai |l abl e for any purpose other than for federal tax
adm ni stration. Exanples of docunents that are not
publicly available are lists of contributors, files
concerning the denial or revocation of tax-exenpt
status, and tax returns of entities that are subject
to tax.

e There are certain exceptions allow ng disclosure of
tax information to other federal or state agencies
for enforcenent purposes.

Federal Trade Commi ssi on

The Federal Trade Conmi ssion (the “FTC’') regul ates the
practices of telemarketers and direct nmail advertisers
t hat pronote and sell products and services to the
publ i c.

In the Crines Against Charitable Anericans Act of 2001
(signed into | aw on October 26, 2001), the | aw extended
the FTC s jurisdiction over telemarketing and consuner
fraud to include charitable solicitations. It

i ncreases crim nal sanctions agai nst persons who
fraudulently solicit charitable contributions in
connection with the comm ssion of other federal crines.
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1. State Regul ation

e State regulation of charities vary anong the 50 states,
t hough 38 states have adopted charitable solicitation
st at ut es.

e Charitable solicitation statutes provide the public
with a nmeans to obtain information about charities that
solicit contributions in the state. They also help
protect the public against solicitation fraud and
m srepresentation.

e Typically, charitable solicitation statutes require a
charity to register with a state agency before making
any solicitation for contributions. Mst states have
certain exceptions, often for religious organi zations,
but these exenptions are not uniform anong the states.
Registration is generally done annually.

e Sone states require annual audited financial statenents
to be submtted by the soliciting charities.
Generally, these are avail able for public review

e Sone states also require individuals or contractors
soliciting for contributions on behalf of charities to
regi ster annually with state agencies, and provide
copies of their fund-raising contracts. Sone states
al so require fund-raising counsel to register with the
state. Generally, registration fornms and contracts are
publ i c.

e 34 states accept a Unified Registration Statenent in
lieu of their own registration requirenments. This
makes regi stration nmore convenient for organizations
that solicit contributions in nmany st ates.

e« Mst states with solicitation statutes authorize the
state attorney general to prosecute violations,
including fraud and m srepresentation.

e States currently are faced with the probl em of
solicitation through the internet.

15
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State charity officials have formed the Nati onal

Associ ation of State Charities Oficials (“NASCO). It
wor ks for greater uniformty and cooperation anong the
states, including pronoting the “Mdel Act Concerning
the Solicitation of Funds for Charitable Purposes,” and
coordinates with IRS Exenpt Organi zations Division.
(NASCO s web site is ww. nasconet.org.)

Private Sector Institutions

The U.S. has a vibrant private charitable sector that
conpl enents gover nnent oversight. A variety of

wat chdog groups, managenent support organi zations, and
infrastructure organi zati ons serve to increase
visibility and accountability, increase effectiveness,
and pronote high standards in non-profit organizations.

WAt chdog or gani zati ons hel p donors make i nforned

choi ces by providing information about how effectively
or honestly a charity soliciting funds may be
operating. Exanples include Guidestar, nentioned
above, and the Better Business Bureau Wse G ving

Al liance, which collects and distributes information
about prograns, practices, and finances of many
charitabl e organi zations soliciting contributions

nati onwi de. (See www. gi ve. org.)

Some organi zations focus on concerns of the non-profit
community or particular segnents of it. For exanple,
| ndependent Sector is a coalition of nore than 700
nati onal organizations, foundations, and corporate

phi | ant hropy prograns that serves to pronote,

strengt hen, and advance the non-profit and

phi |l ant hropic comunity to foster private initiative
for the public good. |Its broad m ssion includes
hel pi ng organi zations i nprove both accountability and
ef fectiveness. (See, ww. I ndependentsector.orgl)

Ot her organi zati ons focus efforts on a segnent of the
non-profit community. For exanple, the Evangeli cal
Council for Financial Accountability (“ECFA”) conprises
charitable, religious, social, and educati onal

organi zations. It is an accreditation organi zation

t hat grants or w thhol ds menbershi p based upon its
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revi ew of financial practices and acconplishments of
organi zations that apply. (See ww.ecfa.org. ECFA is
the United States nenber of the International Commttee
for Fundraising Organizations (“ICFQ").

Par agraph 2 (a):

How does the United States control the establishnent inits
territory of para-mlitary groups that have the potential to
engage in terrorist activities?

The FBI and ot her | aw enforcenent agencies throughout the United
St at es conduct ongoi ng investigations regarding activities of
para-mlitary groups that nmay perpetrate or support terrorist
acts. Extensive liaison efforts at all levels try to ensure
that the United States has current and thorough information
regardi ng such groups and their activities. In addition, the FB
has established Joint Terrorism Task Forces in 51 of its 56
field offices. Wirking in coordination with | aw enforcenent
communities, the FBlI uses a broad range of investigative

t echni ques i ncluding human and techni cal sources, aggressive
under cover operations, analysis of tel ephone and fi nanci al
records, mail covers and physical surveillance. All of these
investigative efforts are enployed once there is reason to
bel i eve that an individual or organization may intend to engage
in terrorist activity.

Weapons: What neasures does the United States have to prevent
terrorists [from obtaining weapons in its territory, in
particular small arms or |ight weapons? What is the United
States | egislation concerning the acquisition and possessi on of
such weapons?

Under the Gun Control Act of 1968 (GCA), 18 U S.C. Chapter 44, it is
wi th some exceptions unlawful for non-inmgrant aliens to receive or
possess firearns in the United States. 18 U S.C. 922(g)(5).

However, the statute provides a nunber of exceptions to this

prohi bition, including persons admtted under non-inm grant visas
who obtain a hunting license or permt issued by any State.

18 U S.C. 922(y)(2). It is also, with exceptions, unlawful for any
person to transfer a firearmto a person whomthey know or have
reasonabl e cause to believe has been admtted to the United States
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on a non-immgrant visa or who is an illegal alien. 18 U S. C
922(d)(5). Further, non-immgrant aliens must establish residency
in a State for at |east 90 days before they may lawfully acquire a
firearmfroma Federal firearns |icensee. 18 U S.C. 922(a)(3),
922(a)(5), 922(b)(3). Mreover, attenpted acquisitions of firearns
fromfederal firearns |licensees by any unlicensed purchaser,
including aliens, is subject to a crimnal history background check
and a check of the Imm gration and Naturalization Service database
on immgration status. A check of these databases is designed to

preclude non-immgrant and illegal aliens, as well as other
“prohibited persons” (e.g. felons), fromacquiring firearnms from
licensees. |In addition to the crimnal prohibitions on the

acqui sition, transfer and exportation of certain weapons that appear
inthe US. Code (Chapter 44 - Firearns), 18 U S.C. 921, et seq.,
there are nore specific provisions against providing materi al

support and resources to terrorists and designated foreign terrorist
organi zations. Particularly, 18 U S.C. 2339A and 2339B (as
described in previous subm ssions and in response to the

suppl ement al query regardi ng paragraph 1(b)) nmake it a crine to
provide or to attenpt or conspire to provide, material support or
resources, intending the material support or resources to be used in
the comm ssion of a wde variety of specified terrorist related
crimes (2339A) or to go to a designated foreign terrori st

organi zation (2339B). WMaterial support or resources is very broadly
defined and specifically includes not only funds and nonetary
instrunments, but also includes "training, expert advice or

assi stance ... weapons, |ethal substances, expl osives, personnel

and ot her physical assets ..." Penalties for violation can include
crimnal fines and incarceration for life.

The foregoing applies only to the federal governnent. States and
| ocal governnments al so have nunerous | aws regul ati ng purchase and
possessi on of firearns.

O her nmeasures: Does the United States have any neans of detecting
at the local, as distinct fromthe national, level activities
preparatory to a terrorist act? Are there agencies and procedures at
the local level for nonitoring sensitive activities, such as conbat
sports and shooting with |ight weapons, paramlitary training, the
piloting of aircraft, biological |aboratories and the use of

expl osives for industrial purposes?
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The FBI, in coordination with other | aw enforcenent agencies,
conducts local investigations to detect terrorist activity.
Joint terrorismtask forces, that include personnel fromthe
FBI, other federal agencies, and |ocal |aw enforcenent
officials, jointly investigate suspicious activity.

After Septenber 11, 2001, nost states established offices to
pronote honel and security. These offices coordinate and
streanmline efforts of |local and state authorities to prevent
terrorist activity.

Par agraph 2(e):

Are the relevant provisions of the Penal Code of the United
States applicable in all of the follow ng circunmstances?

Acts commtted outside the United States by a person who is a
citizen of, or habitually resident in, the United States

(whet her that person is currently present in the United States
or not); acts commtted outside the United States by a foreign
nati onal who is currently in the United States?

The provisions of the crimnal code directed against terrorist acts
are anong the nost serious offenses under United States |law. Not
only do they carry substantial penalties, including life

i mprisonnment or, in certain circunstances, the death penalty, but
many of them al so include extraterritorial jurisdiction that nake
them applicable to "acts commtted outside the United States by a
person who is a citizen of, or habitually resident in, the United
States (whether that person is currently present in the United
States or not);" and "acts conmtted outside the United States by a
foreign national who is currently in the United States".

(See, for exanmple, 18 U.S.C. 32 (relating to the destruction of
aircraft), 37 (relating to violence at international airports), 351
(relating to congressional or Cabinet officer assassination), 831
(relating to prohibited transactions involving nuclear materials),
844(f) or (i) (relating to destruction by explosives or fire of
government property or property affecting interstate or foreign
comerce), 875 (relating to interstate comruni cations), 956
(relating to conspiracy to kill, kidnap, maim or injure certain
property in a foreign country), 1111 (relating to nurder), 1114
(relating to murder of United States | aw enforcenment officials),
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1116 (relating to nurder of foreign officials, official guests, or
internationally protected persons), 1201 (relating to kidnapping),
1203 (relating to hostage taking), 751 (relating to Presidenti al
assassination), 2280 (relating to violence against maritine

navi gation), 2281 (relating to violence against maritine fixed
platforns), 2332 (relating to terrorist acts abroad agai nst United
States nationals), 2332a (relating to use of weapons of nass
destruction), 2332b (relating to international terrorist acts
transcendi ng national boundaries), or 2339A (relating to providing
materi al support to terrorists).

Par agraph 3(c):

Pl ease indicate the date on which the International Convention
for the Suppression of Terrorist Bonbings is to be ratified. Has
a programof ratification already been enbarked on?

The Senate gave advice and consent to ratification of the
Terrorist Bonmbings Convention on Decenber 5, 2001, and the
instrument of ratification is before the President for
signature. Legislation necessary to inplenent the Convention
passed the House of Representatives on Decenmber 20, 2001, and
currently is pending in the Senate. The United States expects
to deposit its instrunent of ratification as soon as the
necessary inplenenting legislation is enacted.

Pl ease provide a list of the relevant bilateral agreenents to
which the United States is party.

As noted in the United States' previous report to the Counter-
Terrorism Commttee, the United States provides assistance for
crimnal investigations or proceedings relating to terrorist acts
pursuant to 47 bilateral nutual |egal assistance treaties and
agreenents currently in force. These are with Antigua and Bar buda;
Argentina; Australia; Austria; Bahamas; Barbados; Bel gium Brazil;
Canada; China; Czech Republic; Dom nica; Egypt; Estonia; France;

G eece; Grenada; Hong Kong; Hungary; Israel; Italy; Jamaica; Korea;
Latvi a; Lithuania; Luxenbourg; Mexico; Morocco; Netherlands; Panang;
Phi |'i ppi nes; Pol and; Romani a; Russi an Federation; St. Kitts and
Nevis; St. Lucia; St. Vincent and the G enadi nes; South Africa;,
Spai n; Switzerland; Thailand; Trinidad and Tobago; Turkey; Ukrai ne;
Uni ted Ki ngdom (Cayman |slands); United Kingdonm Uruguay.
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Par agraph 3(e):

Have the crines nentioned in the relevant internationa
conventi ons been included as extraditable offences in the
bilateral treaties to which the United States is party?

Each of the UN conventions and protocols that address a
particular terrorist crime also deemthat crimnal offense to be
included in any bilateral extradition treaty existing between
States Parties to the UN instrunent. Thus these nmultil ateral
instruments thensel ves have the | egal effect of incorporating
the offenses they address into all U.S. bilateral extradition
treaties, and correspondi ng anendnents to each i ndi vi dual

bil ateral extradition treaty are unnecessary.

Par agr aph 4:

Has the United States addressed any of the concerns expressed in
par agraph 4 of the resol ution?

The United States is working donestically and with other countries
and international organizations to uncover and sever ties anong

terrorists, transnational organized crinme, illicit drugs, noney-
| aundering, and illegal arnms trafficking. The U S. is increasingly
concerned about the possibility of illegal novenent of nuclear,

chem cal, biological, and other potentially deadly materials. For
exanple, the United States is working with its partners in G 8,
OSCE, NATO, OAS, and other international organizations to advance
the fight against terrorismthrough | aw enforcenment and judi ci al
cooperation; aviation, border, container and docunent security;
freezing of terrorist-linked assets; non-proliferation of weapons of
mass destruction, and other areas of concern. The U S. is also

wor ki ng with organi zati ons, such as the Financial Action Task Force,
to help themexpand their traditional role in helping to prevent
nmoney | aundering, including terrorist financing. |In addition, the
United States has begun to work with several countries on anti-
terrorist financing technical assistance needs assessnents and on
foll ow-on inplenmentation prograns.

The United States is incorporating a nore robust anti-terrorism
conponent into its international |aw enforcenment training curricula.
The U.S. now includes a counter-terrorismsegnment in the core
courses of its International Law Enforcenent Academ es (ILEAs). It
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is also in the process of creating a specialized anti-terrorism
course to be taught in the ILEAs. Moreover, the U S. has begun
offering a sem nar in Washington on drafting anti-terrorism

| egislation for countries that need such assi stance.

The U S. Governnent is working with other countries bilaterally,
regionally and in other multilateral fora to address issues related
to international crinme and terrorism For exanple, the US. is
assisting the Afghan InterimAuthority to conmbat the production and
trafficking of illicit drugs, with an enphasis on alternative

devel opnent for poppy farners. The U S. is working with the UN
Ofice for Drug Control and Crinme Prevention on an appropriate role
for its Terrorism Prevention Branch to play in facilitating |egal
assi stance and advice to states seeking to ratify and inplenment the
12 UN counter-terrorismconventions.

Finally, the U S. Governnent is working with the International

At om ¢ Energy Agency (I AEA) on a conprehensive plan to address the
threat of nuclear and radiological terrorism and to hel p nenber
states protect and secure sensitive material and facilities. The
US is also working wwth other countries to enhance the ability of
mul til ateral export control reginmes to prevent terrorist groups and

their supporters from acquiring weapons of mass destruction (VWD)
mat eri al s and technol ogy.

O her Matters:
Organi zation Charts
e Departnent of State
» Departnent of the Treasury
e Departnent of the Treasury Legal Division
e« Ofice of Foreign Assets Contro
* Honel and Security/ National Security Advisor

* Assistant to the President for Honel and Security
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