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PAKISTAN

2009 2011

INTERNET FREEDOM "~ n/a  Partly ||| POPULATION: 184.8 million

STATUS Free INTERNET PENETRATION: 11 percent

Obstacles to Access n/a 16 WEB 2.0 APPLICATIONS BLOCKED: Yes

Limits on Content n/a 17 SUBSTANTIAL POLITICAL CENSORSHIP: Yes

Violations of User Richts /a ) BLOGGERS/ONLINE USERS ARRESTED: No
g PRESS FREEDOM STATUS: Not Free

Total n/a 55

INTRODUCTION

With the explosion of mobile-phone use and the gradual spread of broadband internet in
Pakistan, access to information and communication technologies (ICTs) has increased, as
have citizen journalism and online activism. In response, over the past three to four years—
under both military rule and an ostensibly democratic civilian government—the authorities
have adopted various measures to exert some control over cyberspace and the sharing of
information online. Although the authorities often frame new restrictions as necessary for
national security, the war on terror, or protection against blasphemous content, research has
revealed that in many cases, hidden under such justifications is an ulterior motive that is
political.

In the early 1990s, text-based internet was introduced to the country and the first e-
mail service provider in Pakistan, ImranNet,' was established. The spread of e-mail and
digital technologies began to expand with the initiation of the Sustainable Development
Networking Programme (SDNP) in December 1992.> With financial assistance from the
United Nations Development Programme (UNDP),” SDNP succeeded in enhancing
computer literacy and providing dial-up internet and e-mail services to urban centers across

! “Brief History of IMRAN.PK, Internet Email in Pakistan,” http://www.imran.com/imran.pk.html, accessed January 14, 2011.
? “Project Document for Sustainable Development Networking: Pakistan,” Sustainable Networking Development Programme
(SDNP), http://www.sdnp.undp.org/countries/as/pk/pkpdoc.html, accessed January 14, 2011.

3 “SDNP Pakistan: Success in Networking for Development,” Sustainable Networking Development Programme (SDNP),
http://www.sdnp.undp.org/stories/pakistan.html.

PAKISTAN


http://www.imran.com/imran.pk.html�
http://www.sdnp.undp.org/countries/as/pk/pkpdoc.html�
http://www.sdnp.undp.org/stories/pakistan.html�

FREEDOM HOUSE Freedom on the Net 2011

the country4 from five nodes based in Islamabad, Karachi, Lahore, Quetta and Peshawar.’ In
1994-95, Digicom, an entrepreneurial Internet venture, launched the first internet service
access point in Karachi.® This heralded the beginning of the internet industry in Pakistan. By
2002, the then-Minister of Science and Telecom and his team brought more than 800" cities
online across the country via dial-up connections. Internet and mobile-phone penetration
spread further with the deregulation of the telecom sector, though a large urban-rural divide
persists.8

As of 2009, the number of internet users stood at around 20.4 million ° and there
were about one million broadband users as of mid-2010." Mobile-phone penetration is
greater. According official figures released in December 2010, there were more than 100
million mobile-phone subscribers'' with 7 mobile companieslz, and teledensity including

fixed telephone lines, wireless and mobile phones reached 65. percent of the population. "

OBSTACLES TO ACCESS

According to International Telecommunications Union (ITU) statistics, the penetration of
internet in Pakistan was slightly over 10 percent in 2009." By contrast, the penetration of
mobile phones stood at 61.7 percent by the end of 2010." Factors such as poor
infrastructure, high costs, low literacy, difficult economic conditions, age, and culture are

* “SDNP Pakistan's effective use of dial-up UUCP technology to promote communication in absence of connectivity,” Sustainable
Networking Development Programme (SDNP), http://www.sdnp.undp.org/countries/as/pk/pkuucp.html.

* “SDNP Pakistan: Success in Networking for Development.”

6 Tariq Mustafa, “Internet Access in Pakistan: A Brief Review,” Network Startup Resource Center, June 24, 1998,
http://www.nsrc.org/db/lookup/report.php?id=898710351381:488973341&fromISO=PK.

"“ICT Profile- Pakistan,” Asia-Pacific Development Information Programme, http://www.apdip.net/projects/dig-

rev/info/pk/.

8 Ministry of Information Technology, “De-Regulation Policy for the Telecommunication Sector,” Government of Pakistan, July
2003, http://www.pakboi.gov.pk/pdf/Derregulation%?20Policy. pdf.

? International Telecommunications Union (ITU), “ICT Statistics 2009—Internet,” http://www.itu.int/ITU-
D/icteye/Reporting/ShowReportFrame.aspx?ReportName=/WTI/InformationTechnologyPublic&ReportFormat=HTMI14.0&
RP_intYear=2009&RP _intlanguageID=1&RP _bitliveData=False, accessed March 4, 2011.

!9 Pakistan Telecommunication Authority, “Telecom Indicators—Broadband Subscribers by Technology,”

http://www.pta.gov.pk/index.php?option=com_content&view=article&id=269:telecom-indicators&catid=124:industry-
report&ltemid=599, accessed January 14, 2010.

""“Mobile Phone Users Cross 99m Mark,” The Express Tribune, August 17, 2010, http://tribune.com.pk/story/40007/moabile-
phone-users-cross-99m-mark/.

12 Pakistan Telecommunications Authority, “List of Mobile Operators,”
http://www.pta.gov.pk/index.php?option=com_content&task=view&id=8508&Itemid=625, accessed February 24, 2011.

13 Pakistan Telecommunication Authority, “Telecom Indicators,”
http://www.pta.gov.pk/index.php?option=com_content&view=article&id=269:telecom-indicators&catid=124:industry-

report&Itemid=599, accessed February 24, 2011.

"ITU, “ICT Statistics 2009—Internet.”

" Pakistan Telecommunication Authority, “Telecom Indicators—Annual Cellular Mobile Teledensity,”
http://www.pta.gov.pk/index.php?option=com_content&view=article&id=269:telecom-indicators&catid=124:industry-

report&Itemid=599, accessed January 14, 2011,
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some of the constraints that have particularly limited the development and proliferation of
the internet in Pakistan.'® High prices, poor copper wire infrastructure, and inadequate
monitoring of service quality by the government regulator have further limited the
expansion of broadband internet penetration. " Even though the prices for internet use have
fallen considerably in the last few years, '8 access remains out of the reach of the majority of
people in Pakistan. Most users in Pakistan access the internet either at their workplace or as
students at universities and colleges. Cybercafes provide some internet service but are
limited to major cities.

In June 2010, the minister in charge of information technologies reported a growth
by 150 percent in broadband access since 2008;" however, these figures can be misleading
given the poor quality of the connections. High quality broadband services remain
concentrated in large cities like Karachi, Lahore, and Islamabad. Wireless service providers
using WiMAX and EVDO along with mobile operators Mobilink, Ufone, Telenor, Warid,
and Zong have also been struggling to attract consumers due to high prices and poor
performance and coverage. Pakistan does not yet have a third generation (3G) network,
which is also a hindrance for the spread of broadband internet and other wireless services.”
Remote areas of the country have no access to broadband, and are left with only a slow,
intermittent dial-up connection, rendering any meaningful online activities very difficult.”’
This situation is particularly challenging for students in rural areas who seek to study via
distance learning, but are then deprived of multimedia lectures and tutorials. In addition,
most of the areas in the conflict-stricken Khyber Pakhtunkhwa (formerly Northwest
Frontier Province) and the Federally Administered Tribal Areas (FATA) are without
internet access at all.

Promoting access to the internet for the masses has not been a development priority
for the government, and few resources have been allocated for this purpose. The only
example of such an investment has been the establishment of 365 Rabta Ghar®® (public
telecenters in rural areas) by the PTA as a pilot project; however, little information is

'® A. Khan, Gender Dimensions of the Information Communication Technologies for Development (Karlstad: University of Karlstad Press,
2009).

' Muhammad Jamil Bhatti, “Broadband Faces Obstacles in Pakistan,” Ohmy News, December 20, 2006,
http://english.ohmynews.com/articleview/article view.asp?at code=381272.

'® Ahmad Sajjad, “Pakistan Broadband Free Fall,” blog post, Ahmad Sajjad Blog, March 3, 2008,

http:/ /sajjadzaidi.com /2008 /mar/pakistan broadband free fall/.

' Pakistan Telecommunications Authority, “2009-2010 Annual Report,” http://www.pta.gov.pk/annual-

reports/pta_ann_rep 2010.pdf, accessed January 14, 2011.

203G Mobile Phones but no 3G Networks in Pakistan,” blog post, Mobile Phones Blog, June 16, 2010, http://www.best-

mobiles.com/3g-mobile-phones-but-no-3g-networks-in-pakistan/ .

*'Pakistan Ministry of Information Technology, “Broadband Penetration in Pakistan: Current Scenario and Future Prospects,”
http://202.83.164.26/wps/wem/connect/9al56580487ff5f7adaefd84e866145a/ Mol TStudyonBroadbandPenetration.pdfzMO
D=AJPERES& CACHEID=92a156580487ff5f7adaefd84e866145a& CACHEID=9a156580487ff5f7adaefd84e866145a& CACHEID
=9a156580487ff5f7adacfd84¢866145a, accessed January 14, 2011.

*? Babar Bhatti, “Rabta Ghar Updates—PTA Press Release,” Telecom PK, January 7, 2009,
http://telecompk.net/2009/01/07/rabta-ghar-updates/..
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available on their current status or impact. Financial incentives, cultural traditions, language
barriers, and most importantly, the lack of a robust telecommunications infrastructure, also
weigh against great expansion of internet connectivity.

In recent years, the Pakistani authorities, either via government order or court
decisions, have on several occasions blocked access to various Web 2.0 applications, such as
the video-sharing website YouTube, the photo-sharing application Flickr, and the social-
networking tool Facebook.” Such blocks are often carried out under the rubric of
restricting access to “blasphemous” content; however, further research into the individual
incidents has found that the restrictions consistently corresponded to circumstances
suggesting politically-motivated censorship.24 The blanket shut downs have affected a large
number of users. For example, the most recent incident was a ban on Facebook that
occurred on May 19, 2010 (see details below). At the time, there were approximately 2.5
million Facebook users” in Pakistan, and according to Alexa.com, it was the country’s third
most popular website. 2

The first incident of blocking occurred at the end of February 2006 when the
Pakistan Telecommunication Authority (PTA) issued instructions to all internet-service
providers (ISPs) in Pakistan to block any website displaying the controversial cartoon images
of the prophet Muhammad that had been published in a Danish newspaper. The block
particularly focused on Google and Blogspot, a blog-hosting service.”” The ban continued for
approximately two months.”® More recently, upon orders from the Lahore High Court, the
PTA, using the pretext of limiting the circulation of blasphemous content, instituted an
extensive blockage of internet content from May 19 to 31, 2010.” The heightened
restrictions were in response to the creation of a “Everybody Draw Mohammed Day”
contest on Facebook and a legal appeal initiated by a relatively unknown organization called
the Islamic Lawyers Movement. The ban resulted in the blocking of 10,548 websites and
critical information sources like YouTube, Flickr, the user-generated online encyclopedia
Wikipedia, and more. Mobile-phone providers also halted Blackberry services, at first
completely, but then only web-browsing functions.’' The blocking was widely criticized by

23 “Pakistan Blocks Access to Youtube in Internet Crackdown,” British Broadcasting Corporation (BBC), May 20, 2010,
http://www.bbc.co.uk/news/10130195.

*“How Come Content Against Salman Taseer can be Termed as ‘Blasphemous’?” Bytes for All Pakistan ICT Policy Monitor
Network, March 1, 2009, http:/ /pakistanictpolicy.bytesforall.net/?q=node/160.

> http://www.checkfacebook.com/.

2 http://www.alexa.com/topsites/countries/PK.

*" Jefferson Morley, “Pakistan’s Blog Blockade,” blog post, Washington Post Blogs, March 8, 2006,
http://blog.washingtonpost.com /worldopinionroundup /2006 /03 /pakistans blog blockade.html.

2 “pTA Unblocks Blogspot,” Teeth Maestro, May 3, 2006, http://tecth.com.pk/blog/2006/05/03/pta-unblocks-blogspot.
2 Wagqar Hussain, “Pakistan Blocks Facebook Over Mohammed Cartoon,” Agence France-Presse (AFP), May 19, 2010,
http://www.google.com/hostednews/afp/article/ ALeqM5igKZNUdJFQ6c8ctdkUWOC-vktIEA.

0 “The Shameful Saga of the Internet Ban in Pakistan,” Association for Progressive Communication (APC), July 22, 2010,
http://www.apc.org/en/node/10786/.

3 Aamir Attaa, “Blackberry Services Go Offline in Pakistan,” Pro Pakistani, May 20, 2010,
http://propakistani.pk/2010/05/20/blackberry-services-go-offline-in-pakistan/; Aamir Attaa, “Blackberry Services Yet to be
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civil society circles, particularly given the collateral damage caused, whereby all users of
these particular applications were affected. Responding to public protests, the blanket
blocks were generally temporary, and as of the end of 2010, most of these services were
available, though the authorities appeared to shift their efforts to blocking individual
YouTube videos or Facebook pages instead (see Limits on Content). The exception was
access to applications such as Facebook and Twitter via Blackberry devices, which remained
restricted throughout 2010, though a range of tips for circumventing the blockage circulated
online.

As of December 2010, there were 50 operational ISPs* throughout Pakistan, along
with 10 broadband service providers and 2 HFC Operators providing broadband internet.
For its backbone, Pakistan is connected via the Pakistan Internet Exchange (PIE) with SEA-
ME-WE 3 and 4, along with backup bandwidth provided by Trans-World Associates
(TWA).”* The current total internet bandwidth landing in Pakistan is 105,000 Mbits.”> The
licensing division of the PTA® is responsible for licensing telecom service providers
including ISPs and mobile-phone providers; cybercafes do not require a license to operate.
The process for obtaining a license for an ISP or mobile-phone provider routinely involves
long bureaucratic processes and payment of hefty licensing fees. Since there is no regulatory
agency to issue licenses, opening a cybercafe is relatively easy.37

The PTA is the primary regulatory body overseeing internet and mobile-phone
services. The Prime Minister appoints the chairman and members of the PTA, and the body
reports to the Ministry of Information Technology and Telecommunication.*® Industry
representatives, civil society groups, and independent experts have serious reservations
about its openness and independence as a regulatory body.

Fully Restored,” Pro Pakistani, June 4, 2010, http://propakistani.pk/2010/06/04/blackberry-services-yet-to-be-fully-

restored/.

32 Omair Zeeshan, “Getting Around the Blackberry Browsing Quagmire,” Express Tribune, January 7, 2011,

http://tribune.com.pk/story/97391/getting-around-the-blackberry-browsing-quagmire/; “Blackberry users in Pakistan can
Migrate to Enterprise Service for Unrestricted Use,” blog post, Teeth Maestro, January 23, 2011,

http:/ /teeth.com.pk/blog/2011/01/23/blackberry-users-in-pakistan-need-to-migrate-to-enterprise-service-for-unrestricted-
use.

* Internet Service Providers Association of Pakistan (ISPAK) www.ispak.pk.

3* “Cable and Wireless Worldwide Wins New Contract from Transworld Associates for International Data Services,” Cable and

Wireless Worldwide, July 21, 2010, http://www..cw.com/cable-wireless-worldwide-wins-new-contract-from-transworld-
associates.

* Internet Service Providers Association of Pakistan (ISPAK) www.ispak.pk, accessed January 5, 2010.

3¢ Pakistan Telecommunications Authority, “Functions and Responsibilities,” December 24, 2004,
http://www.pta.gov.pk/index.php?option=com content&task=view&id=359&Itemid=325.

%7 Sehrish Wasif, “Dens of Sleaze,” Express Tribune, July 22, 2010, http://tribune.com.pk/story/29455/dens-of-sleaze /.

3% Pakistan Telecommunications Authority, “Pakistan Telecommunication (Re-organization) Act, 1996,” Chapter II, Page No. 6,

http://www.pta.gov.pk/media/telecom act 170510.pdf, accessed January 14, 2011.
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LIMITS ON CONTENT

Since January 2003, the government of Pakistan has taken steps to censor some online
content, though the system for doing so is not particularly sophisticated.” The authorities
primarily rely on a blacklist of URLs that are blocked at both the PIE level and by individual
ISPs. According to testing conducted by the Open Net Initiative in 2006 and 2008,
censorship efforts focused symbolically on pornography and websites related to religious
conversion, with some restrictions being inconsistent across different ISPs. More
comprehensively blocked is content perceived as anti-military, blasphemous, or anti-state,
while the most systematically censored is information disseminated by Balochi and Sindhi
political dissidents.*” For example, the website of the Washington-based World Sindhi
Institute”' and the website Lal—Masjid42 are blocked. In November 2010, the authorities
blocked The Baloch Hal, the first English language news website focused on Baluchistan,
approximately one year after its launch.*’ The authorities have cited Section 99 of the penal
code, which allows the government to restrict information that might be prejudicial to the
national interest,** to justify their blocking.

Despite such limitations, Pakistanis have relatively open access to international news
organizations and other independent media, as well as a range of websites representing
Pakistani political parties, local civil society groups, and international human rights
org:clnizations.45

However, a confidential document that the PTA submitted to the Lahore High Court
in June 2010" and that was later obtained by activists cites a series of policy guidelines that
point to government plans to expand content filtering.47 In this document, the Ministry of
IT (MIT) calls for the establishment of a system whereby an opaque Inter-Ministerial
Committee for the Evaluation of Websites receives complaints from the public, the
ministry, or the PTA, evaluates whether they should be blocked, and if it finds that they
should be, issues a directive to the PTA for blocking either the IP address or the URL of the

relevant site. The document also includes a list of vaguely worded categories of information

» “Country Profile—Pakistan,” OpenNet Initiative, December 26, 2010, http://opennet.net/research/profiles/pakistan.

* Pakistan Telecommunications Authority, “Letter to All ISP/DSL Operators Regarding Blocking of Websites Access,” April 25,
2006, http://pakistan45 1 files. wordpress.com/2006/04/PTA%20-%20Blocking%?200f%20website%2025-4-06.pdf.

* 'World Sindhi Institute: http://www.worldsindhi.org/ blocked in Pakistan.

* “Lal Masjid issue and its Blocked Website,” Teeth Maestro, April 12, 2007, http://tecth.com.pk/blog/2007/04/12/lal-
masjid-issue-and-its-blocked-website.

* “The Baloch Hal Banned,” Baloch Hal, November 9, 2010, http://www.thebalochhal.com/2010/11/the-baloch-hal-banned/.
* Pakistan Criminal Procedure Code, 1898, http://www.intermedia.org.pk/mrc/medialawdocs/ CriminalProcedureCode.pdf,
accessed January 14, 2011.

* “Country Profile—Pakistan.”

# Ministry of Information Technology, “Policy Guidelines for Effective Monitoring and Control of Blasphemous/ Offensive
Content Over Internet in Pakistan,” June 2010, https://boxcrack.net/boxcrack/assets/docs/Pakistan.pdf.

* Confidential Pakistani document reveals plans for stricter control of the internet and freedom of expression

http://www.apc.org/en/news/ confidential-pakistani-document-reveals-plans-stri.
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considered “unsuitable,” including but not limited to: “information pertaining to any
objectionable content,” and websites that “bring contempt to the country or its people,”
websites that “undermine Islam or ridicule, disparage, or attack any religion,” websites that
bring “contempt of the defense forces, police, air force or any other institution of
government,” and websites that contain “propaganda in favor of any foreign state having
bearing on any point of disputes or against any friendly foreign state.”*® If implemented,
these policy guidelines would significantly increase restrictions on the free flow of
information over the internet.

Indeed, a September 2010 submission by the MIT to the Lahore High Court cited
that the committee had begun functioning and was comprised of representatives from the
MIT, Ministry of Religious Affairs, Ministry of Interior, security agencies, and the PTA,
among others. According to the document, by September 2010, “more than 12,000
blasphemous and anti state/social websites have been blocked from access through the
directives of the committee.”" Specifically during August-September 2010, over 247 URLs
were reportedly blocked, mostly related to an incident of a U.S.-based pastor initiating a
campaign to burn copies of the Quran. A list of the banned URLs attached to the submission
included web pages from international news outlets like the New York Times or the Cable
News Network (CNN), blog postings critical of Islam, mostly based in the United States,
and dozens of links to YouTube videos or Facebook groups.50 The submission also
referenced growing communication between the Pakistani authorities and administrators for
websites such as Facebook and YouTube in order to prompt rapid removal of controversial
content, such as the “International burn a Quran day” Facebook group.51 No further details
related to the committee’s scope of work or the criteria used to inform blocking decisions
have been made public, however.

Although the professed goal of the government is to limit access to pornographic
materials, extremist groups, and anti-state activists, also targeted is certain information
perceived as damaging to the image of the military or top politicians. In some incidents, such
as the circulation of videos of a member of the armed forces being involved in land grabs,52
or the President telling members of the audience to shut up in the middle of a public

8 Ministry of Information Technology, “Policy Guidelines for Effective Monitoring and Control of Blasphemous/ Offensive
Content Over Internet in Pakistan.”

# Ministry of Information and Technology, “Mohammad and Ahmad vs. GOP etc. in the Lahore High Court, Lahore,”
Government of Pakistan, September 14, 2010,

http: //pakistanictpolicy.bytesforall.net/files/PTA%20Response%20t0%20LHC. pdf.

*0 Pakistan Telecommunication Authority (PTA), “Blocking of Websites Having Blasphemous Content,” Government of Pakistan,
June 25, 2010, http://pakistanictpolicy.bytesforall.net/files/Blocked-monitored-websites. pdf.

o Ministry of Information and Technology, “Mohammad and Ahmad vs. GOP etc. in the Lahore High Court, Lahore.”

*? Shahzad Ahmad, “Internet Censorship in Pakistan: Naval Chief Misuing His Powers,” Association for Progressive

Communications (APC), August 18, 2008, http://www.apc.org/en/blog/freedom/asiapacific/internet-censorship-pakistan-
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speech,53 the government has blocked specific URLs; error messages seen by users refer to
the censored content as “blasphemous,” or that the “site is restricted,” although it was
apparently blocked for political reasons. By contrast, Facebook and Twitter postings by
militant Islamic groups such as Hizbut al-Tahrir, including comments inciting violence
against the Ahmedi religious minority, have been allowed to circulate with few
restrictions.”*

Most online commentators exercise a degree of self-censorship when writing on
topics such as religion, blasphemy, separatist movements, or human rights protection for
women and homosexuals, given the sensitivity of both the government and non-state actors
to these subjects. There were few reports of authorities contacting bloggers to remove
specific content or requiring moderators on discussion forums to delete certain messages.

A wide variety of government agencies are involved in online content censorship, but
the PTA is the main body overseeing such restrictions. There are no published or known
guidelines as to how or why some content is blocked, or what mechanisms may be available
for challenging censorship decisions.

The relationship between citizen journalism and traditional media is mutually
reinforcing, particularly with respect to a number of daring, investigative bloggers and the
circulation of online videos. For example, in August 2010, a YouTube video was posted
exposing the brutal killing of two brothers in the presence of senior police officers.”
Following the video’s circulation, several satellite television stations aired the story as well.
This prompted the Supreme Court of Pakistan to initiate a high level inquiry into the
killings. In another incident from May 2010, a mobile-phone video showing police
humiliating and torturing a woman who approached a police station in Faisalabad to report a
theft was posted on YouTube;* it too led to departmental inquiries and punishment of the
perlf)etrators.57 In September 2010, a mobile-phone video appeared online showing Pakistani
soldiers arbitrarily killing six civilians as part of an anti-Taliban offensive in Swat valley. The

>3 “When Zardari ‘Shut Up’ an Inattentive Audience,” Indian Express, February 10, 2010,
http://www.indianexpress.com/news/when-zardari-shut-up-an-inattentive-audien/578139/.

** Issam Ahmed, “Newest Friends on Facebook? Pakistan Militants,” Christian Science Monitor, July 8, 2010,
http://www.csmonitor.com/World/ Asia-South-Central /2010/0708 /Newest-friends-on-Facebook-Pakistan-militants.

*> Mob kills two young brothers in Sialkot: http://www.youtube.com/watch?v=76M42nh6én]0&feature=related and
http://www.youtube.com/watch?v=I0bC_ZAV5all; “Two Innocent Brothers Killed in Sialkot Live,” PK Mirror, August 21,
2010, http://www.pkmirror.com/2010/08/21/two-innocent-brothers-killed-in-sialkot-live/.

*® Faisalabad Police tortures woman on filing theft complaint:
http://www.youtube.com/watch?v=IjizdtPDrio&feature=related.

*7 Mohhamed Saleem, “Footages Revive Old Case: Woman’s Torture Brings Police in the Dock,” Dawn, May 3, 2010,

http://news.dawn.com/wps/wem/ connect/dawn-content-library/dawn/the-newspaper/national /footages-revive-old-case-

womans-torture-brings-police-in-the-dock-350; However, later on they were reinstated. Supreme Court also took suo moto

notice and issued orders to arrest the police officials involved in the woman torture case: “SC Orders Arrest of Cops Involved in
Torture,” The Express Tribune, May 3, 2010, http://tribune.com.pk/story/ 10448/ cj-takes-suo-moto-notice-on-faisalabad-
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incident drew international attention, including debates within the United States on whether
to cut funding to the Pakistani military as a result. >

Although many civil society groups have been able to use the internet to advance
their cause, mobile phones are the predominant medium for mobilization around political
and social issues. The movement from 2008 to 2010 by lawyers and others calling for the
reinstatement of Supreme Court Chief Justice Iftikhar Chaudhry and greater protection of
judicial independence is perhaps the most prominent example of how citizens have used
social-networking websites, text-messaging, and other new media tools to successfully
challenge state repression.59 The recent floods in Pakistan have prompted many Pakistani
citizens and members of the diaspora to mobilize and raise funds online on websites such as
Facebook and Twitter.

VIOLATIONS OF USER RIGHTS

Article 19 of the Constitution of Islamic Republic of Pakistan grants the fundamental right of
freedom of speech, although it is subject to several restrictions.®' Pakistan also became a
signatory to the International Covenant on Civil and Political Rights (ICCPR)® in June
2010, although it added several reservations to its instrument of ratification.®> These
reservations include: (a) supremacy of the country’s own constitution; (b) supremacy of
Islamic ideology; and (c) self-determination on the provision of rights. In a positive
development, in December 2010, a Lahore High Court judge rejected a petition requesting
that the Wikileaks website be blocked to protect national security, in the process affirming
the public’s right to access such information. The decision raised hopes that it could
potentially serve as a precedent for the future protection of citizens’ right to access content

. 64
online.
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Several pieces of legislation are used to restrict freedom of expression, including
online. In 2008, former president Pervez Musharraf introduced a draconian Prevention of
Electronic Crimes Ordinance (PECO).** The ordinance called for long prison terms for
offenses involving vaguely worded terms like “lewd” and “immoral,” and declared as cyber
crimes actions such as sending unsolicited text-messages and circulating photos without the
permission of the person who was photographed. The ordinance was widely viewed as an
effort to curb the use of digital media in organizing protests or circulating criticism of
Musharraf.®® The regulation lapsed in 2009, but was later tabled before the national
assembly for approval to reactivate it. However, in November 2009, the Prime Minister
returned it to the National Assembly’s Standing Committee on Information Technology for
further consultation and development of a new draft. In doing so, he cited its restrictive
approach to free expression as the reason.®” As of December 2010, the bill was pending and
a new draft was still awaited.

Section 124 of the Pakistan Penal Code (PPC) on Sedition is extremely broadly
worded, and the 2004 Defamation Act allows for imprisonment of up to five years, though
neither is frequently used to punish journalists and has yet to be used to punish online
speech.68 Rather, another section of the penal code, Section 295(c), which addresses
blasphemy, was used by police in 2010 to initiate proceedings against Facebook founder
Mark Zuckerberg after a user of the social-networking tool created a group hosting a
competition to draw the prophet Muhammad, a task considered offensive by many
Muslims.®” The maximum punishment under the law is life imprisonment or the death
penalty. Following a wave of jokes about the president that circulated over e-mail, in July
2009 the government announced that several agencies had been tasked with tracing
electronically transmitted jokes, and that offenders could face a 14-year prison sentence. ”’
Despite such threats and the harsh legal environment, there were no Pakistani bloggers or
activists imprisoned for online activities as of the end of 2010.
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Fear of government surveillance is not a significant concern among most bloggers and
online activists in Pakistan, with the exception of individuals in Baluchistan. Nevertheless,
the Pakistani authorities and particularly intelligence agencies have some monitoring
capacity. Before providing services, ISPs, telecom companies, and SIM card vendors are
required to verify the National Identity Card details of prospective customers and to
authenticate them with the National Database Registration Authority.71 Although the
Electronic Crimes ordinance expired in 2009, ISPs and telecom companies were reported to
be continuing to keep logs of customer communications and convey them to security
agencies as needed under directives from the PTA. In recent years, provincial authorities
have pressured the central government to grant greater surveillance powers and location
tracking ability to local police as part of efforts to curb terrorism and violent crime.”” As of
the end of 2010, it was unclear how much the authority had been broadened. According to
some reports, the PIE positioned at the international internet gateway has the capability to
monitor all incoming and outgoing traffic, as well as store all e-mails. In addition, Pakistan is
reported to be a customer of Narus, a U.S.-based firm known for designing technology that
allows for monitoring of traffic flows, as well as deep-packet inspection of internet
communications. "’

Although Pakistan is one of the most dangerous environments for traditional
journalists, with at least 12 being murdered in 2009 and 2010,™ no bloggers or online
activists have been killed to date. However, during the internet crackdown that occurred in
May 2010, there were several incidents of non-state actors, particularly Islamic extremists,
attacking or threatening bloggers and others who were advocating against the blocking of
online resources. In one instance, a mob attacked” a press conference’® organized at the
Karachi Press Club, though the club’s personnel were able to disperse the tensions. During
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the same period, several free expression activists and bloggers received anonymous death
threats. Most such messages were sent via text message from untraceable, unregistered
mobile-phone connections, usually originating from the tribal areas of the country, and
several had very specific details related to the individuals’ profile or recent activities.
Similarly, as some militant Islamic groups consider cybercafes to be sites of moral
degradation, they have initiated attacks and bombings of such access points. Most attacks
have occurred in Khyber Pakhtunkhwa Province and FATA, but in July 2010, bomb blasts

also struck two cybercafes in Lahore, injuring six people.77
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