[Official Gazette of BiH no. 32, 28 December 2001]

Pursuant to Articles IV.4.a of the Congtitution of Bosnia and Herzegovina, the
Parliamentary Assembly of Bosnia and Herzegovinag, at the session of the House of
Representatives held on 25 October, 2001, and at the session of the House of People held
on 25 October, 2001, adopted

LAW

ON CENTRAL REGISTERSAND DATA EXCHANGE

Chapter | - GENERAL PROVISIONS

Articlel
Purpose of the Act

The purpose of thisAct is:

a To establish a centra Data Processing Centre on the level of Bosnia and
Herzegovina (hereinafter referred to as “BiH");

b. Todefinethe registersthat are processed in this Centre;

c. To define the content of specific registers and to define the rules of access to
these registers (transmission of data); and

d. To specify rules on data security and data protection for these registers.

Article2
Definitions

The definitions contained in the Law on the Protection of Persona Data shall
apply to this law.

Chapter || - CENTRAL DATA PROCESSING CENTRE

Article3
Establishment of a Central Data Processing Centre

A Central Data Processing Centre (hereinafter referred to as “Centre”’) shall be
established on the level of Bosnia and Herzegovinain Saragjevo.



The Centre shall be established as a multi-institutional service unit (Sector) and
shall physically reside within the Premises of the Ministry of Civil Affairs and
Communication and at the Entity level in the headquarters of the Entity Ministries
of Internal Affairs.

The Centre shall administer the following registers:

Register on IMBs.

Register on passports.

Register on ID cards.

Register on residence.

Register on visas and residency permits.
Register on driver’slicenses.

Register on vehicle registration
Register on criminal records
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Article4
Responsibility for Data

The Center shall maintain registers on behalf of the Ministry for Civil Affairs and
Communication or on behaf of other public bodies. These bodies are the
"Originating Authorities" for the data contained in the registers. The "Originating
Authority" for each database or set of records shall be determined in thislaw or in
laws to be applied by the relevant Originating Authority. Unless explicitly
authorised in this law, only the Originating Authority is competent to alter or
delete any data falling under its responsibility. It is also responsible for ensuring
the accuracy of the information stored in the database provided to the Center.

A Public body that may access data stored in the Center shal be termed
"Receiving Authority" for the relevant database or set of records. Receiving
Authorities shall be designated by this law or by other laws that are applicable to
the relevant Receiving Authority.

In accordance with this Law, the Center shall collect data from the Originating
Authorities, store such data and transfer or disclose the data to Receiving
Authorities under Article 7. The Center may only otherwise process data on
request of Originating or Receiving Authorities. It must respect the laws
applicable to itself and to the requesting Authority.

Technical and operational procedures for data transfer, communication and co-
operation with relevant authorities shall be regulated by by-laws of the Ministry
of Civil Affairsand Communications.



Article5
Administration of the Centre

Assistant Minister of Civil Affairs and Communication shall be Director of the
Centre who shall administer the Centre.

The Director shall be nominated by the Minister of Civil Affairs and
Communication, and shall be approved by the BiH Council of Ministers.

The Director shall be responsible to the Minister of Civil Affairs and
Communication for his or her work for the Centre.

The Minister of Civil Affairs and Communication shall report to the BiH Council
of Ministers regarding the activities of the Centre.

The internal organisation of the Centre shall be regulated by a Rulebook on
internal organisation. This Rulebook shall be passed by the Minister of Civil
Affairs and Communication with the consent of the BiH Council of Ministers.

The Director shall establish the rules regulating the operational work of the Center
including, in particular, the rules for the security of data processed by the Centre.

Article6
Obligations of the Employees

Employees of the Centre are obliged to process personal data in accordance with
thislaw, and all other applicable rules.

Employees of the Centre are obliged to keep confidential any information
regarding data processed in the Centre to which they are exposed in the course of
their employment. This obligation shall remain in place after the cessation of
employment.

Applicants for employment at the Centre must be informed of this confidentiality
obligation and must sign a written Confidentiality Statement before
commencement of employment.

The Director of the Centre shall prepare by-laws regulating standards on
confidentiality and non-disclosure of data processed by the Centre and
employee’ s responsibilities to abide by these standards.

Present or former employees shall be liable for any disclosure of confidential
information or confidential data contravening paragraph (2) of this Article.



Present or former employees shall be liable for collecting, recording, storing,
processing, using or deleting data contained in the Centre in a manner that is in
contravention of this Law or other applicable legislation.

Entity crimina laws shall be applied in enforcing paragraphs (5) and (6) of this
article.

Article7
Offences against the functioning of the Centre

Any person shall have committed a punishable offence if he/she intentionally:

a. Gains access to the whole or any part of the computer system of the Centre
without authorisation;

b. Intercepts by technical means the transmission of data to, from or within the
computer system of the Centre; or

c. Criminal codes shall be applied in enforcing this Article.

Article8
Disclosure and Transfer of Data

The Center shall only facilitate the transfer of data from the registers it maintains
to a public body of Bosnia and Herzegovina if it receives a request to do so from
such body and if:

a. therequest was issued by the Originating Authority of the data in question and
complies with the laws to be applied by the Originating Authority

OR

b. therequest wasissued by a Receiving Authority that is explicitly authorised to
access or be transferred such data by alaw

OR

c. the request was issued by a Receiving Authority that is unable to fulfil its
legal obligations without access to or transfer of the requested data, and the
public interest against access to or transfer of the data prevails over interests
of the person concerned.

The requesting authority is responsible to ensure that these conditions are met.

Every request must contain the name, function and service number of the
individual within the requesting authority who, by authorising the request, is



taking responsibility for the fact that the conditions are met. In addition, every
request must contain the number of the file to which the request is pertaining.
Requests under Art 7 (1) (c) must indicate the legal obligation of the requesting
body and the purpose of the request.

The Centre must document all requests and all information made available to it
under Art 7 (3) for at least 10 years from the time of request. Each public
authority may access information on the requests it has made. The Data Protection
Commission shall have full access to these records in order to ensure the legality
of the operations of the Centre and the legality of the requests.

The Centre shall ensure through technical and organisationa means that all
requests originate from public bodies and contain the information contained in Art
7(3).

Each requesting authority shall ensure that data accessed or transferred to it shall
only be used for the purpose for which it was requested.

The Director may refuse or stop a transfer in case of an obvious violation of the
law. The Minister of Civil Affairs and Communications must be notified of this
immediately and take afinal decision on the transfer.

Article9
Provision on Data Security

The Director shall issue an operational work plan as referred to in Article 5 (6) of
this Law which shall define procedures for preserving the security of data stored
in the registers, to include procedures for access maintenance, administration of
data, establishing levels of security, storage and backup procedures, and
provisions for disaster recovery. The Center must be protected against natural
disastersin an appropriate manner.

Article 10
Any person involved in data processing shal be subject to the Law on Data
Protection.

Chapter IV - RULES ON REGISTERS

Subchapter 1 - IJMB REGISTER



Article11
Purpose of the Register

The purpose of the IMB Register is to maintain and preserve the integrity of the
set of unique record identifiersfor al citizens and permanent residents of BiH.

Article 12
Storage of Data

Each record of the register shall contain the following data elements:

JMB number;

Name;

Surname;

Maiden name;

Given name of one parent;
Family name of parent;
Sex;

Date of birth;

Place of birth;
Municipality of birth;
Country of birth;

Post code;

Street Address,

Entity;

Canton (if applicable);
Citizenship;

Change of name;
Change of IMB;
Change of sex;

Status of IMB.
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Article 13
Technical Processing of Data in the Register

Only the Originating authorities competent for the administration of IMB’s may,
in accordance with their legal obligations, engage in the technical processing of
datain thisregister.

The Originating authorities for the data in this register are the competent
authoritiesin the Law on Personal Identification Numbers (JMB).



Article 14
Transfer of Data

Pursuant to Article 7, the following data elements may be transferred to or
accessed by a requesting authority in Bosnia and Herzegovina:

JMB number;

Name;

Surname;

Maiden name;

Sex;

Date of birth;

Place of birth;
Municipality of birth;
Country of birth;
Place of residence;
Post code;

Street of residence;
Entity

Canton of residence (if applicable);
Citizenship;

Change of name;
Change of IMB;
Status of IMB; and
Change of sex.
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Subchapter 2 - REGISTER FOR PASSPORTS

Article 15
Purpose of the Register

The purpose of the Register on Passportsis:

a. To control and monitor the issuance of passports.

b. To provethevalidity of passports.

c. To prove the identity of a person possessing a passport or to whom the
passport has been issued.

d. To preserve the security and integrity of the passport document.

e. Toimplement the Law on Travel Documents.

Article 16
Stor age of Data



The register shall contain the following data elements for each record:

JMB number;

Name;

Surname;

Sex;

Date of birth;

Place of birth;
Municipality of birth;
Country of birth;

Picture;

Personal signature;

Place of residence;

Post code;

Street of residence;
Entity;

Canton of residence (if applicable).
BiH Citizenship.

Type of passport.
Passport number.

| ssuance date of passport.
Expiry date of passport.
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Article 17
Technical Processing of Data in the Register

Only the Originating authorities competent for the administration of passports
may, in accordance with their legal obligations, engage in technical processing of
datain thisregister.

The Originating authorities for the data in this register will be designated by the
Law on Travel Documents.

Article 18
Transfer of Data

Pursuant to Article 7, the following data elements may be transferred to or
accessed by arequesting authority in Bosnia and Herzegovina:

JMB number;
Name;
Surname;
Sex;

Date of birth;
Place of birth;
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Municipality of birth;
Country of birth;

Place of residence;

Post code;

Street of residence;

Enitity;

Canton of residence (if applicable);
BiH Citizenship;

Type of passport;

Serial number of passport;

| ssuance date of passport; and
Expiration date of passport,
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Subchapter 3- REGISTER FOR IDENTITY CARDS OF BiH CITIZENS

Article 19
Purpose of the Register

The purpose of the Register on Identity Cardsis:

To maintain alist of al citizens and permanent residents of BiH;

To control and monitor the issuance of identity cards;

To prove the validity of an identification card;

To prove the identity of a person who possesses an identification card or to
whom the identity card has been issued;

To preserve the security and integrity of identity cards;

To implement the Law on ldentity Cards of Citizens of Bosnia and
Herzegovina.
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Article 20
Stor age of Data

The register shall contain the following data elements for each record:

JMB;

Name;

Surname;

Sex;

Date of birth;

Place of birth;
Municipality of birth;
Country of birth;
Photo;

Personal signature;
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Municipality of permanent or temporary residence;
Post code;

Street of residence;

Entity;

Canton of residence (if applicable);
BiH Citizenship;

| ssuance date of ID;

Expiration date of I1D;

Document number of ID;
Dataonlossof ID;

Prohibition of 1D usage.
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Article 21
Technical Processing of Data in the Register

Only the Originating authorities competent for the administration of identity cards
may, in accordance with their legal obligations, engage in the technical processing
of datain thisregister.

The Originating authorities for the data contained in this register are the
competent authorities in the Law on Identity Cards of Citizens of Bosnia and
Herzegovina.

Article 22
Transfer of Data

Pursuant to Article 7, the following data elements may be transferred to or
accessed by arequesting authority in Bosnia and Herzegovina:

JMB;

Name;

Surname;

Sex;

Date of birth;

Place of birth;
Municipality of birth;
Country of birth;
Place of residence;
Post code;

Street of residence;
Entity;

Canton of residence (if applicable);
BiH Citizenship;

| ssuance date of ID;
Expiration date of I1D;
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g.
r.
S.

Serial number of ID;
Data of missing ID; and
Prohibition of 1D usage.

Subchapter 4 - REGISTER FOR PERMANENT AND TEMPORARY

RESIDENCE

Article 23
Purpose of the Register

The purpose of the register on residenceiis:

a

To maintain a list of all residence, both permanent and temporary, registered
in BiH.

To automate and establish consistency of residence registration and de-
registration throughout the territory of BiH.

To validate a citizen’s stated place of permanent or temporary residence.

To implement the Law on Permanent and Temporary Residence of Citizens of
Bosnia and Herzegovina.

Article24
Storage of Data

The register shall contain the following data elements for each record:
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JMB;

Name;

Surname;

Sex;

Date of birth;

Place of birth;

Municipality of birth;
Country of birth;

Place of residence;

Post code;

Street of residence;
House/Apartment Number;
Entity;

Canton of residence (if applicable);
BiH Citizenship;

Change of Name;

Status of residence.



Article 25
Technical Processing of Data in the Register

Only the Originating authorities competent for the registration/de-registration of
residence may, in accordance with their legal obligations, engage in the technical
processing of data (collection, recording and storage, use and deletion of data) in
thisregister.

The Originating authorities for the data in this register are the competent
authorities in the Law on Permanent and Temporary Residence for Citizens of
Bosnia and Herzegovina.

Article 26

Pursuant to Article 7, the following data elements may be transferred to or
accessed by a requesting authority in Bosnia and Herzegovina:

JMB;
Name;
Surname;
Sex;
Date of birth;
Place of birth;
Municipality of birth;
Country of birth;
Place of residence;
Post code;
Street of residence;
Entity;

. Canton of residence (if applicable);
BiH Citizenship; and
Status of residence.
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Article 27
Transfer of Datato Third Parties

Upon application, the name and the address of certain individual residents may be
transferred to third parties other than those listed in Article 25 (simple registration
authority information).

The transfer of additional information from the register may be done when the
person demonstrates a legitimate interest in such information (extended
registration authority information).

Depending on the nature of the of substantiated interest, this information may
include the following:



Date and place of birth.

Previous first and last names.
Citizenship.

Date of registration and de-registration.
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The person affected is to be informed of the application for extended registration
authority information before the transfer of the data. Should the person affected
substantiate a legitimate interest that the data not be transferred, the extended
registration authority information shall not be transferred. This is particularly
applicable if facts are substantiated that would justify the assumption that the
disclosure of the information could lead to a danger to the body, life or health of
the person affected or another person.

The recipient may use the transferred data only for the purpose for which the data
was transferred.

A fee may be charged for the furnishing of the registration authority information.
The Ministry responsible for the registration authority is authorised to regulate the
details of the charging of fees by means of law.

Subchapter 5- REGISTER FOR VISA AND RESIDENCY PERMITS
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Article 28
Purpose of the Register

The purpose of the Register on visaand residency permitsis:

To maintain issued travel visas and residency permitsin BiH or abroad.
To control and monitor the issuance of travel visas and residency permits.
To provethe validity of travel visas or residency permits.

To preserve the security and integrity of visas and residency permits.

To implement the Law on Immigration and Asylum.
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Article 29
Stor age of Data

The register shall contain the following data elements for each record:

Document number;
Type of document;
Place of issuance;
Date of Issuance;
Date of Expiry;
Number of entries;
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Territorial validity;
Last name;
First name;
Passport number;
Sex;
Date of birth;

. Citizenship;
Conditions of entry.
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Article 30
Technical processing of data in the register

Only the Originating authorities competent for the administration of visa and
residency permits may, in accordance with their legal obligations, engage in the
technical processing of datain this register.

The Originating authorities will be designated by the Law on Immigration and
Asylum of BiH.

Article31
Transfer of Data

Pursuant to Article 7, the following data elements may be transferred to or
accessed by arequesting authority in Bosnia and Herzegovina:

Document number;
Type of document;
Place of issue;
Date of Issuance;
Date of Expiry;
Number of entries,
Territorial validity;
Last name;
First name;
Passport number;
Sex;
Date of birth;

. Citizenship; and
Conditions of entry.
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Subchapter 6 - REGISTER FOR DRIVING LICENCES

Article 32
Purpose of the Register

14



The purpose of the Register on Driving Licencesis:

Tomaintain alist of al individualsissued adriving licence in BiH.

To monitor the issuance of driving licences and to ensure that duplicate
licences are not issued in different jurisdictions.

To prove the validity of driving licences.

To preserve the security and integrity of a driving licence document.

To support inquiries related to driving licenses from authorised law
enforcement agencies within BiH aswell asinternationally.

To support implementation of sub-state laws on driving licences.

Article 33
Storage of Data

The Register on Driving Licenses shall contain the following data elements for
each record:
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JMB;

Name;

Surname;

Sex;

Date of birth;

Place of birth.

Municipality of birth.

Country of birth.

Place of residence.

Post code.

Street of residence.

Entity;

Canton of residence (if applicable).

Citizenship.

Serial number of driving licence (hereinafter referredto as“DL").

| ssuance date of DL.

Expiration date of DL.

Renewal of DL.

Category of driver.

Health certificate.

Confiscation and prohibition of DL, including:
i Type of measure;
ii. Number of valid verdict;
iii. Date of valid verdict;
Iv. Date of confiscation; and
V. Date of DL returning,
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Only the Originating authorities competent for the administration of driving
licences may, in accordance with their legal obligations, engage in the technical

Article 34

Technical Processing of Data in the Register

processing of datain this register.

The Originating authorities for the data in this register will be designated by the

Entity and Cantonal laws governing driving licenses

Pursuant to Article 7, the following data elements may be transferred to or

Article 35
Transfer of Data to other Authorities

accessed by arequesting authority in Bosnia and Herzegovina:

JMB;

Sex;
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iii.
iv.

V.

Name;
Surname;

Date of birth;

Place of birth;

Municipality of birth;

Country of birth;

Place of residence;

Post code;

Street of residence;

Entity;

Canton of residence (if applicable);
Citizenship;

Serial number of driving licence (hereinafter referred to as“DL”);
| ssuance date of DL ;

Expiration date of DL;

Renewal of DL;

Category of driver;

Health certificate; and

Confiscation and prohibition of DL ; including

Type of measure;
Number of valid verdict;
Date of valid verdict;
Date of confiscation; and
Date of DL returning.



Subchapter 7 - REGISTER FOR VEHICLES
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Article 36
Purpose of the Register

The purpose of the Register on Vehiclesis:

To maintain alist of al vehiclesin BiH.

To monitor the issuance of vehicle registration numbers and to ensure that
duplicate registration numbers are not issued in different jurisdictions.

To prove the validity of the registration numbers.

To preserve the security and integrity of the registration numbers.

To support inquiries from authorised law enforcement agencies within BiH as
well asinternationaly.

To support implementation of sub-state laws on registration numbers.

Article 37
Stor age of Data

The Register on Registration Numbers shall contain the following data elements
for each record:
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Registration Noj;

Make;

Moddl;

Type of Vehicle (i.e. Saloon, Convertible);
Engine No;

Chassis No;

First registered on;

Colour 1;

Colour 2;

Surname;

First Name;

Date of Birth;

Address,

Stolen / Lost;

Sold on Date/ Vehicle off the road on Date;
Remarks.

Article 38
Technical Processing of Data in the Register

Only the authorities competent for the administration of driving licences may
engage in the technical processing of datain thisregister.



Article 39
Transfer of Data to other Authorities

Pursuant to Article 7, the following data elements may be transferred to or
accessed by arequesting authority in Bosnia and Herzegovina:
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Registration No;

Make;

Model;

Type of Vehicle (i.e. Saloon, Convertible);
Engine No;

Chassis No;

First registered on;

Colour 1;

Colour 2;

Surname;

First Name;

Date of Birth;

Address,

Stolen / Lost;

Sold on Date / Vehicle off the road on Date;
Remarks.

Subchapter 8 - REGISTER FOR CRIMINAL RECORDS
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Article 40
Purpose of the Register

The purpose of the Register on Criminal Recordsis.

a
b.

C.

Tomaintainalist of criminal casesin BiH.

To provide information to authorized law enforcement agenciesin BiH to help
apprehend criminals and reduce crime.

To provide records regarding wanted persons, missing persons, unidentified
persons, and stolen property.

d. To support inter-entity and international law enforcement activities.
e. To support the activities of entity and BiH criminal justice systems.

Article4l
Storage of Data

The Register on Criminal Records shall contain the following data elements for
each record:
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Administrative Segment:
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Case Number;

Incident Number;

Incident Date & Hour;
Cleared Exceptionally;
Exceptional Clearance Date.

Offense Segment:
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Offense Code;

Offense Attempted/Compl eted,;
Offender(s) Suspected of Using;
Bias Motivation;

Location Type;

Number of Premises Entered;
Method of Entry;

Type Criminal Activity;

Type Weapon/Force Involved;

Property Segment:
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Type Property/Loss;

Property Description;

Value of Property;

Date Recovered;

Number of Stolen Motor Vehicles;
Number of Recovered Motor Vehicles,
Suspected Drug Type;

Estimated Drug Quantity & Fraction;
Type Drug Measurement;

Victim Sequence Number;

Victim Connected to UCR Offense Code;
Type of Victim,

Age of Victim;

Sex of Victim;

Race of Victim,

Ethnicity of Victim;

Resident Status of Victim;

Aggravated Assault/Homicide Circumstances;
Additional Justifiable Homicide Circumstances;
Type of Injury;

Offender Numbers to be Related,;
Relationships Victim to Offenders.



Offender Segment:

Offender Sequence Number;
Age of Offender;

Sex of Offender;

Race of Offender.
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Arrestee Segment:

Arrestee Sequence Number;
Arrest Transaction Number;
Arrest Date;

Type of Arrest;

Multiple Arrestee Segments Indicator;
Arrest Offense Code;

Arrestee Was Armed With;

Age of Arrestee;

Sex of Arresteg;;

Race of Arrestee;

Ethnicity of Arrestee;

. Resident Status of Arrestee;

m. Disposition of Arrestee Under 18.
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Article 42
Technical Processing of Data in the Register

Only the Originating authorities competent for the administration of criminal
records may, in accordance with their legal obligations, engage in the technical
processing of datain this register.

Article 43
Transfer of Data to other Authorities

Pursuant to Article 7, the following data elements may be transferred to or
accessed by arequesting authority in Bosnia and Herzegovina:

Administrative Segment:

Case Number;

Incident Number;

Incident Date & Hour;
Cleared Exceptionally;
Exceptional Clearance Date;
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Offense Segment:
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Offense Code;

Offense Attempted/Compl eted;
Offender(s) Suspected of Using;
Bias Motivation;

Location Type;

Number of Premises Entered;
Method of Entry;

Type Criminal Activity;

Type Weapon/Force Involved.

Property Segment:
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Type Property/Loss;
Property Description;
Value of Property;
Date Recovered;
Number of Stolen Motor Vehicles;
Number of Recovered Motor Vehicles,
Suspected Drug Type;
Estimated Drug Quantity & Fraction;
Type Drug Measurement;
Victim Sequence Number;
Victim Connected to UCR Offense Code;
Type of Victim,
Age of Victim;
Sex of Victim;
Race of Victim,
Ethnicity of Victim;
Resident Status of Victim;
Aggravated Assault/Homicide Circumstances;
Additional Justifiable Homicide Circumstances;
Type of Injury;
Offender Numbers to be Related,;
Relationships Victim to Offenders.

Offender Segment:

o0 T

Offender Sequence Number;
Age of Offender;

Sex of Offender;

Race of Offender;

Arrestee Segment:
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if this is necessary in order for the recipient to carry out its legally authorised

Arrestee Sequence Number;
Arrest Transaction Number;
Arrest Date;

Type of Arrest;

Multiple Arrestee Segments Indicator;
Arrest Offense Code;

Arrestee Was Armed With;

Age of Arrestee;

Sex of Arrestee;;

Race of Arrestee;

Ethnicity of Arrestee;

Resident Status of Arrestee;
Disposition of Arrestee Under 18;

functions and duties.

Subchapter 9- INTERIM AND FINAL PROVISIONS

The Ministry of Civil Affairs and Communications shall adopt by-laws, relevant to
this Law, within 90 days of the effective day of this Law.

This Law shall enter into force 30 days after the date on which it is published in
the Officia Gazette of BiH and shall be published in the Official Gazettes of the
Entities and the Official Gazette of Brcko District.

Article44

Article 45
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