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Introduction

On May 24, 2015 Ethiopia will hold its fifth national election to elect a new government. The
elections come at a time when the Ethiopian economy has made great strides, achieving an
estimated 10 per cent growth, one of the highest in Africa. However, Ethiopia’s human rights
record is appalling. Particularly poor is its lack of media freedom.

Ethiopia is Africa’s second biggest jailer and detainer of journalists after its neighbour,
Eritrea.lts broadcasting and telecommunications sectors are dominated by the state, and the
minimal private media sector is heavily regulated and frequently censored. The dire situation
concerning media freedom is compounded by a number of other factors including economic
constraints placed on the media and civil society; low newspaper circulation figures and
failure to properly invest in the communications infrastructure. These conditions thus make it
difficult for independent journalists to freely operate, especially in fairly covering elections.

In a democracy, citizens appoint the government of their choice by voting for their preferred
candidates at periodic elections. To be able to do this, they must be fully informed about
who is running for office and what the candidates’ programmes and backgrounds are. This in
turn requires a free and pluralistic media and equitable access to the media for candidates,
and a regulatory framework that enables freedom of expression. Free access to information,
including that held by the government, is also crucial because proper scrutiny of the policies
of the incumbent government is impossible if a climate of secrecy prevails. This means that
a functioning access to information law needs to be in place, and those state secrets laws
and other criminal restrictions should not unjustifiably counteract the free circulation of
information.

These conditions are not present in Ethiopia. Most likely than not, fear of physical or
professional reprisal may deter journalists from broadcasting information that reflects poorly
on ruling party candidates or may motivate them to give undue coverage to such candidates.
However, journalists can take the first step by adhering to professional ethics even in such a
closed environment. Indeed, observing professional ethics forms the bulwark of protection of
journalists.

This handbook serves two purposes. One, it provides readers with a snapshot of the media
environment in Ethiopia, in order for them to understand the difficult circumstances that
journalists operate in. Secondly, it offers Ethiopian journalists professional guidelines on
covering elections and safety tips to consider while in the field.

ARTICLE 19 hopes this guide will be used by journalists to improve the quality of coverage
of the Ethiopian elections and support fair, reliable, and informative reporting on issues that
are relevant to voters, including the electoral process, campaigns and elections, while safely
doing so.

Henry O. Maina
Regional Director



A short history:
From the Derg to Desalegn

The 1974 military coup d’état that ousted Emperor Haile Selassie | and his regime

ended more than 2000 years of imperial rule in Ethiopia. Following the coup, the military
junta, led by General Mengistu Hailie Mariam, which later came to be known as the Derg
(committee or council in Ge’ez), declared that the country would follow a Marxist-Leninist
path. What followed were 17 years of repressive military rule. The revolutionary regime
was consumed by a series of crises. Notable among these were: a campaign of widespread
domestic political violence; the Eritrean war of independence; the separatist uprising in
the province of Tigray; the Ogaden war with Somalia in 1977-1978; drought and famine
throughout the 1980s; and the isolation of the government from its socialist allies following
democratic reform across eastern Europe and the former Soviet Union in the late 1980s
and early 1990s.

General Mengistu dominated Ethiopian politics as head of the Derg from 1974 to 1991
when he was ousted by Meles Zenawi. Mengistu fled the country, eventually being granted
asylum in Zimbabwe where he still resides. The Derg was responsible for the death of
millions of people through famine, economic mismanagement, enforced resettlements and
the elimination of thousands of suspected opposition supporters in urban areas by “the Red
Terror”. When he assumed power as Prime Minister, Zenawi established Ethiopian People’s
Revolutionary Democratic Front (EPRDF) in 1989, out of the former Tigrayan People’s
Liberation Front. Military campaigns from the EPRDF and the Eritrean People’s Liberation
Front had precipitated the collapse of the weakened government in 1991, leading to the
expulsion of Derg figureheads.

In July 1991, a national conference established the Transitional Government of Ethiopia
(TGE) and adopted a Transitional Charter to prepare necessary conditions for a democratic
election and transition to democratic governance. Meles Zenawi was appointed transitional
president. A new constitution was adopted in August 1995 with a new national constitution,
which remains the supreme law of Ethiopia. In the same year, the EPRDF claimed victory in
a poorly contested election, and Zenawi became the country’s first Prime Minister.

Zenawi went on to lead the EPRDF to success in national elections in 2000, 2005 and
2010. The 2005 elections were marked by violence. As the results came in, it became
clear the opposition parties had won an unprecedented number of seats. When the
announcements of the results were delayed, students in Addis Ababa began staging protests
that turned violent. After the results were finally declared (372 seats for the EPRDF, 172
for the opposition) some members of the opposition called the elections “stolen”. More
demonstrations were held and the police fired on the crowd, using live ammunition, killing
scores of protesters. 131 ‘political detainees’ - with 21 journalists among them - were later
formally charged with attempting to overthrow the government. In the 2010 elections, the
EPRDF secured a 99.6% majority in Parliament. When Zenawi died on August 20, 2012



while undergoing treatment in a Belgium hospital, Hailemariam Desalegn was appointed
Prime Minister to succeed him.

Ethiopia’s Media Landscape

Following the 1974 coup that installed the Derg regime, the mass media became an
instrument of propaganda under the centralised control of the party and Ministry of
Information, serving as a mouthpiece for the regime’s ideology. No privately owned or
independent media existed throughout the Derg rule which ended in May 1991.

Since 1991, private media have established themselves in the country but unfortunately,
they have not flourished.

Print media

The print media in Ethiopia is characterised by very low circulation figures compared to the
population size. The combined number of copies of both private and public publications
does not exceed 100,000 per day, which, in a country with a population of 87.4 million
people, is incredible low. But the actual readership is higher as five or more people are
estimated to read each copy printed. Nevertheless, the readership is still largely confined to
the educated urban elite. The high cost of printing, distribution outside Addis Ababa, and
low literacy rates explain the low circulation of newspapers in Ethiopia.

Out of the three daily newspapers in Ethiopia, Addis Zemen and the Ethiopian Herald are
state-owned while Daily Monitor is the only the privately owned publication. The latter has
a circulation of around 2,000 copies. State-owned weekly newspapers include Al Alem,
printed in Arabic, and Berissa, printed in Oromiffa. On the other hand Oromiya, Abyotawi
Dimkrasi, and Woyin are some of the newspapers owned by political parties.

A number of other newspapers are privately owned and are issued weekly. These include:
Addis Fortune, Capital Ethiopia, Ethiopian Reporter, Addis Admas, Asmat, Dagu Ethiopia,
Ethiosport, The Gunners, Inter Sport, Mesenazeria, Medical, Negadras, Press Digest, Sub
Saharan Informer, World Sport, and Yegna Press.

In recent years, a number of private newspapers such as Kedami Getse newspaper, Yekelem
Kende newspaper, Fitun magazine, Jano magazine , Eboni Megazine, Liya magazine , Life
magazine, Kalkidane magazine, Finote Netsanet news paper among others have ceased
operations.



Television

Ethiopia Television (ETV) is the primary national television network. This is a government
owned entity operated by the Ethiopian Radio and Television Agency (ERTA). ETV Channel

1 is the only free-to-air national television channel. It broadcasts in Tigrigna, Oromiffa,
Ambharic and English. ETV Channel 2 is available in Addis Ababa and is operated by

the Addis Ababa regional government. Other more recently established state owned
broadcasters include Dire Dawa Television and Oromia Television. There are no privately
owned “free-to-air” television broadcasters in Ethiopia. Even though subscriptions to pay-TV
services such as the South African-based DStv satellite and ArabSat Satellite are available,
they remain expensive to the ordinary Ethiopians.

Radio

Radio is the most widely distributed and popular media format, with an estimated 70% of
the country’s largely rural population able access to radio broadcasts.

Radio Ethiopia, a government owned entity which broadcasts in Amharic, Oromiffa,
Tigrigna, Afar, Somali, Arabic, English and French and the ruling EPRDF party-controlled
Radio Fana (Radio Torch in English), are the only two radio stations that have a national
reach.

Others such as FM Addis 97.1, Addis Ababa Region Radio Station FM 96.3, Amhara FM,
Ambhara Regional FM, Harrar Station, Metu Station, Debub Radio Station, Dire Dawa FM,
and the Education Mass Media Agency are some of the state-owned radio broadcasters that
operate locally.

The private radio stations such as Afro FM, Sheger Radio and Zami FM, which are based
in Addis Ababa have limited reach. Though privately owned, Radio Dimitsi Woyane Tigray
(DWET, or Voice of Tigray Revolution) is closely linked to the Tigrayan People’s Liberation
Front.

Eight community radio stations have been registered across the country, receiving funding
from government, advertising and private donations. Argoba Radio; Jimma Radio; Kefa
Radio; Kembata Radio; Kombolcha Radio; Korrie Radio; Sudie Radio, and Waghimra
Radio, are operational. International radio broadcasts are received in Ethiopia from Voice of
America, Deutsche Welle, BBC World Service, Radio Cairo and Radio Vatican.



Telecommunications and digital communications

Ethio Telecom, formerly the Ethiopian Telecommunications Corporation (ETC), is not only
the sole telecommunications service provider but also the only Internet service provider
Ethiopia. The Ethiopian government notes that only 62.14% of the population are within a
5km distance of the nearest telephone connection. The International Telecommunication
Union (ITU) estimate that only 1.1% of the Ethiopian population are Internet users and
attributes this to low penetration levels, high cost of mobile telephony services, lack of
competition and state’s deliberate failure to liberalise the telecommunications sector.

In December 2010, as part of the Ministry of Finance and Economic Development’s Five
Year Growth and Transformation Plan (GTP), France Telecom, whose international known
brand name is “Orange”, took over management of the ETC as part of a two year €30
million contract. The change in management was marked by the rebranding of the ETC

as “Ethio Telecom”, although the entity remains an entirely state owned corporation with
a monopoly over all telecommunication services. The five-year plan does not indicate any
intention to liberalise government control over the telecommunications infrastructure or
service delivery. Consequently, Ethio Telecom’s monopoly therefore is likely to endure.
However, in recent years, there has been an increase in small-scale private contracting
and limited private resale of services. The GTP also indicates that government control over
information flows will be maintained if not tightened — one of its “key targets” is “to prevent
and fully control illegal activities and thereby ensure the security of the ICT system.”

Legal regime

Article 29 (2-5) of the Ethiopian Constitution protects the right to freedom of expression
and information. But contrary to this constitutional provision, the state employs its
oppressive legal regime to stifle freedom of expression in the country. The government’s
self-interest in suppressing any form of criticism is reflected in the number of journalists in
prison and self-imposed exile.

The Ethiopian government continues to use the Criminal Code of 2004 and Anti-Terrorism
Proclamation of 2009 to suppress critical media. Since its enactment, the Anti-Terrorism
Proclamation has been used to prosecute 22 journalists and bloggers. ARTICLE 19

has consistently pointed out that the Proclamation infringes on the right to freedom of
expression and information because of its broad definitions of “terrorist acts,” which
encompasses a wide range of legitimate expression hence allowing critical reporting to be
penalised where there is no risk or threat to national security. The Proclamation has also
granted the state broad executive powers of surveillance (Article 14), warrantless search



(Article 16) and seizure (Article 26) and warrantless arrests and detention (Article 19)
hence exposing journalists to harassment and intimidation, undermining their right to
protect the anonymity of their sources.

Lack of media independence and plurality in Ethiopia is a deeply concerning issue. In

fact, because of constant harassments and prosecutions, Ethiopian journalists cannot
exercise their right to freedom of expression. The Freedom of the Mass Media and Access
to Information Proclamation of 2008 incorporates the draconian Criminal Code, which
provides aggravated damages for civil defamation, establishes a licensing system for the
printed press and allows the executive to impound periodicals and books. The Broadcasting
Service Proclamation of 2007 similarly entrenches the executive’s control over the media,
failing to advance the principles of media independence and pluralism.

Despite Ethiopia having one of the lowest rates of internet penetration in Africa, the
government has continuously filtered online contents while certain blogs or news sites from
dissidents in the Diaspora have been blocked domestically. The Ethiopian government
rejects the notion that it employs any Internet censorship of any kind - filtering, blocking or
surveillance. However, it has been reported that the Ethiopian Telecommunications Agency
has been requiring Internet cafes to log the names and addresses of individual customers
since December 2006. Websites belonging to opposition party and those with critical
political content appear to be a priority for blockings for example: www.opride.com; www.
ethiomedia.com; www.nazret.com; www.zehabesha.com are not available in the country.

In June 2012, Ethio Telecom took steps to block the use of the secure browser, Tor, which
allows users to bypass blocked websites and browse anonymously.

Part Il of the Freedom of the Mass Media and Access to Information Proclamation
establishes a legal framework for the right of access to information, with implementation
beginning in January 2012 under the oversight of the office of the ombudsman. While
this is a positive development, ministerial guidelines have not been published to outline
how the access to information law can be actualised. Public officials rarely give out public
information, especially when sought by academics or private media. Access is limited

to state-owned media outlets and individuals need to pass through highly bureaucratic
procedures to get information.



Journalistic guidelines

To ensure safety of journalists working in Ethiopia, ARTICLE 19 has developed al9-point
guideline to be adhered to at all times. These are expounded below:

Guideline 1: Media to inform the public about all matters
relevant to elections

In the period preceding, during and immediately after an election, the media have a
duty to inform the public about the political parties, candidates, campaign issues, voting
processes, and other matters relevant to the election.

In order to make informed choice, voters need to have the necessary information to register
and vote, and to make informed choices regarding matters that are the subject of elections.

Some of the information the journalist is required to provide citizens include:

e Who may vote and who may run for office?

Where, when and how does a citizen register to vote?

Where, when and how do citizens cast ballots?

What kind of election is this (legislative, presidential)?

What are the positions to which candidates will be elected and what powers and
responsibilities will those elected enjoy?

e Who are the candidates and what political parties do they represent?

The right to vote “without distinction of any kind” encompasses the right of people who
are illiterate or only minimally educated to have access to the necessary information. The
government is obligated to broadcast election programmes unless it undertakes other
information initiatives that would reach as many people as would broadcast.

Guideline 2: Balance and impartiality

e Media have a duty to be balanced and impartial in their election reporting and not to
discriminate against any political party or candidate in granting access to air time.
This duty requires that news, interview and information programmes must not be
biased in favour of, or against, any party or candidate.

e At a minimum, comparable events should be given comparable coverage. If a station
covers a speech or election rally of one party’s candidate, for example, it must give
comparable coverage to other parties’ speeches or rallies. Comparable coverage
includes comparable length and comparable kind of coverage and, for television
coverage, involves comparable footage of events or speakers.
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Broadcasting unimportant statements or summarising statements is not comparable to
broadcasting the highlights of a candidate’s speech that received the most applause or
broadcasting the speaker’s actual voice.

Journalists must ensure that their election reports are factual and accurate, and they
must strive to provide fair, balanced and impartial coverage.

Gather as much information as possible about each political contender: party structure
and operations, financing sources, regional strengths and weaknesses, political
importance on the national and/or local level, past and present alliances, major
campaign themes, performance in past elections.

Journalists must strive to obtain comments from anyone who is mentioned in an
unfavourable context and all claims must be tested against the evidence. It is
imperative that all information is counterchecked for accuracy and clarity before it is
reported.

The words of candidates must be reported correctly to accurately reveal their meaning,
and explain the context without exaggerating partial meanings. Looking for more than
one opinion, voices or diverse views helps overcome the appearance of bias or favouring
only one side. Put in quotes what is said in press releases or in press conferences and/
or attribute them properly. When allegations are made, demand explanations from the
sources.

Clearly distinguish between official activities of government members and their
activities as candidate or party member.

Guideline 3: Special obligations where laws restricting
freedom of expression are in force

Any laws that restrict freedom of expression in breach of international law and
standards must be abolished. This is because existence of such laws, which restrict
freedom of expression, will limit political debate and hamper the media’s ability to
give full and free coverage to the election, thereby interfering with the fairness of the
election process. It is recommended that such laws be abolished in good time before
the election campaign begins. In Ethiopia, some of the problematic laws include the
Anti-terrorism Proclamation (2009) and the Criminal Code

Guideline 4: Government obligation to punish attacks
against media personnel and property

The Government must make special efforts to investigate all acts, or threatened acts,
of violence, intimidation or harassment directed against media personnel, or any act
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of destruction of the property or premises of a media outlet, particularly where there is
any reason to believe that the act was motivated by an intent to interfere with media
freedom, and to bring those responsible to justice.

Guideline 5: Sources

During elections, journalists should establish a network of sources within the political
parties. Identify and establish relationships with each party’s spokesman or with an
important official of each campaign so that they are able to reach them quickly when
you need information from them or will need to set up an interview with a candidate, or
to get their immediate responses to campaign developments.

It will also be helpful to draw up a roster of experts to consult for commentary on the
campaign.

Journalists must observe professional secrecy regarding sources of information obtained
in confidence.

Unnamed sources should not be used unless the pursuit of the truth will best be served
by not naming the sources that must be known by the journalist and communicated to
the editor.

When material is used in a report from other sources, they should be indicated in the
story.

Media should desist from using the shield of sources to disguise their personal
opinions.

Guideline 6: Limits on prior restraint

12

There must be no censorship of any election programme. The government should issue
a clear statement to the public and all media that they will not be penalized in any
way for printing or broadcasting programmes merely because they are critical of the
government, its policies or the ruling party.

The government or government media must not interfere with the printing or broadcast
of an election programme, unless it is absolutely certain that a restraint is necessary
to prevent a substantial harm to a legitimate interest, such as an act of violence. Any
decision to restrain a programme must be promptly reviewed by an independent body in
order to determine whether the restraint was necessary or whether it constituted an act
of censorship.

Broadcast channels are entitled to pre-screen programmes in order to ensure that

they do not violate any law but this process should not be used as a pretext to delay
transmission of any programme.



e The standards used by the government or media, in determining whether or not to
broadcast an election programme must not be so vague or broadly defined as to leave
an overly wide margin of discretion to the authorities responsible for enforcing the law.
In case of breach of the law, the penalty must be reasonable and proportionate to the
crime.

Guideline 7: Media liability

e |t is strongly recommended that the media be exempted from legal liability for unlawful
statements made by candidates or party representatives and broadcast during the
course of election campaigns, other than those which constitute clear and direct
incitement to violence. The parties and speakers should be held solely responsible for
any unlawful statements they make.

Guideline 8: Replies, corrections and retractions

e Any candidate or party that makes a reasonable claim of having been defamed or
otherwise injured by the media should either be granted the opportunity to reply or be
entitled to a correction or retraction.

e The reply, correction or retraction should be approximately the same length, and should
be broadcast in approximately the same time or period, as the alleged defamatory
statement.

e |t is recommended that an impartial body (a self-regulation mechanism) be entrusted
with deciding complaints against the media including allegations of defamation and
incitement to hatred or violence. This body should be empowered to order a right of
reply, correction or retraction, and its decisions should be subject to review by the
courts.

Guideline 9: Reporting on election observers and monitors

e Media houses must scrutinize the work and reports of election observers and election
monitors, including their identity i.e. the organisations and institutions they are from,
their expertise and experience in election observation or election monitoring. They must
report the methodologies used by election observers and election monitors and how
they arrive at their conclusions.
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Guideline 10: Opinion and analysis

Editorial opinion must be clearly distinguished from fact or news.

A diversity of opinions representing a wide range of views especially those of
contesting candidates and political parties should be allowed across all media.

In case a media house decides to endorse candidates or parties, this must be clearly
indicated and not presented as a news report.

At all times, analysis should provide insights based on research and diversity of expert
opinions which will in turn enable voters to get a deeper understanding of processes,
issues and candidates.

Guideline 11: Election advertorials

Political adverts and advertorials should be clearly distinguished from editorial content.
Before and after each party election broadcast there should be a clear statement
identifying it as such.

Where media give political parties time slots to air programmes setting out their
policies to voters, the content of the programmes will primarily be the responsibility of
the party. However, the media house remains responsible for the content and should
require candidates and political parties to obey laws and not impinge on freedom of
expression, but instead observe standards that pertain to accuracy and fairness.

Guideline 12: Direct access programmes
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Government media must grant political parties or their candidates air time for direct
access programmes on a fair and non- discriminatory basis.

Governments have an obligation to ensure that parties and candidates have access to
government media to broadcast their views during election campaign periods. Such
access is an essential aspect of the right to freedom of political communication in
light of the tremendous impact of radio and television on public opinion and the public
service nature of government-owned media.

Direct access programmes provide an opportunity for political parties and candidates
to express their positions in their own words; for small parties and independent
candidates to broadcast their views; and for parties to respond to negative statements
or comments made about them. Because of the candidates’ or parties’ control, direct
access programmes convey the style and other intangible information about the
candidates and parties as well as the flavour of unfettered political communication.
Direct access programmes are particularly important where the media are in reality,
or are widely perceived to be, under some measure of government control such as in



Ethiopia. In such circumstances, denying political parties the opportunity to present
their own programmes runs an unacceptable risk of interfering with their right to
communicate their messages and of undermining public confidence in the fairness of
the election process.

Direct access must be granted on a fair and non-discriminatory basis to all parties
registered for an election or to all candidates in the case of presidential elections.

It is recommended that the allocation of air time be carried out by an independent
body in consultation with, and with the agreement of, all the parties.

Where air time is allocated on the basis of rough proportionality, some amount of time
must be allocated to small parties, parties with strong support in only a few regions,
parties without parliamentary seats, new parties and independent candidates.

The amount of time allocated to the parties or candidates must be sufficient for them
to communicate their messages, and for the voters to inform themselves about the
issues, party positions, and qualifications and character of the candidates.

Guideline 13: Special information programmes

The media should broadcast programmes that provide an effective opportunity for
journalists, current affairs experts and/or the general public to put questions to party
leaders and other candidates, and for candidates to debate with each other.

Special information programmes include candidate forums and debates, interview
programmes, and programmes that provide an opportunity for audience members to
pose questions.

While editors have greater editorial discretion in deciding which parties, candidates
and commentators should appear on such programmes than on news broadcasts,
their discretion is subject to the general obligations of fairness and impartiality. At
the least, representatives of all major parties should be invited to participate in such
programmes.

Guideline 14: Pictures, graphics and cartoons

Pictures, graphics and cartoon of contestants, political parties or issues raised by
political parties should have due regard to principles of accuracy, impartiality and
fairness expressed above.

Journalists must avoid using any manipulative techniques to distort a story to the
advantage or disadvantage of any election contender. This includes avoiding any
politically motivated authorship, deceptive camera angles or other unprofessional acts
designed to put any person or policy in a negative light.
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Guideline 15: Voter education

Voter education programmes must be accurate and impartial and must effectively
inform voters about the voting process, including how, when and where to vote, to
register to vote and to verify proper registration; the secrecy of the ballot (and thus
safety from retaliation); the importance of voting; the functions of the offices that are
under contention; and similar matters.

Voter education programmes must reach the greatest number of voters feasible;
include programmes in minority languages and groups that traditionally may have been
excluded from the political process, such as ethnic or religious minorities, women and
indigenous groups.

Guideline 16: Opinion polls and election projections

If a media house publishes the result of an opinion poll or election projection, it should
strive to report the results fairly and, in particular, to publish all readily available
information that would assist the listeners in understanding the poll’s significance. This
includes: identify the organization that conducted the poll, the organisation or party
that commissioned and paid for the poll, the methodology employed, the sample size,
the margin of error, and the fieldwork dates. In addition, the media should state that
the poll reflects public opinion only at the time that the poll was taken.

Reporting of exit polls should be clearly identified as such and not as a reflection of
how all voters have actually voted and what the outcome of the election will be.
Opinion poll reporting should reveal a sample of the exit poll, the organisation that
conducted and financed it, its methodologies and the margin of error.

Results of exit polls should not be announced or broadcast until after the last polling
stations have closed.

Guidelinel7: Mechanisms for regulating media and taking
action on complaints
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Media must be monitored and regulated by an independent, impartial body. This body
should be responsible for hearing and taking action promptly on complaints concerning
violations by the media, and by political parties and candidates.

The body should receive complaints from parties, candidates and citizens. It should

be empowered to order prompt rectification, retraction or a right of reply and to seek
enforcement of its orders.

The body must make all of its decisions promptly. In particular, any claimed violation
that has the result of preventing or delaying the airing of a direct access programme
must be reviewed speedily.



Guideline 18: Judicial Review

Actions and decisions of a body charged with regulating media must be subject to
judicial review, which must be carried out on an expedited basis.

Any decision that has the effect of prohibiting the transmission of a direct access
programme must be reviewed in a particularly speedy fashion.

Guideline 19: Reporting results

Media is supposed to inform the electorate on the election results in a comprehensive
way, as they become available, whether provisional or final, as released by the Electoral
Management Body.

Journalists should take special care when predicting final results based on partial
results available and provisional results should be indicated as such.

Journalists must exercise caution, care and responsibility in reporting parallel vote
tabulation to avoid confusing or mixing up official tallies and parallel tabulation. In
reporting parallel vote tabulation, media need to reveal which individual or organisation
commissioned and paid for the parallel vote tabulation, the purposes of the parallel
vote tabulation and the methodology used.

17



Safety tips while covering
elections

The exercise of independent, critical and balanced journalism is an essential element for
consolidating democracy and increasing informed political participation and accountability.
Elections as a political process, in particular, can pose unique challenges to the exercise

of the right to freedom of expression through the freedom of the press. Even though it is
the State’s responsibility to ensure security measures for the exercise of freedom of the
press, it is of essence that journalists, media managers and editors have basic knowledge to
minimise the risks and threats and hence be in a position to continually inform the society.

Security measures in the exercise of journalism are not a synonym for self-censorship.

On the contrary, the recognition and management of risks through prevention and self-
protection measures can be a useful tool against uncertainty and insecurity. Ultimately,

the exercise of ethical and independent journalism is the main tool for self-protection. In
particular, the ethical treatment of the sources, coverage of topics related to violence from a
respectful perspective of the victims, as well as the professional and critical view.

Knowing the context, understanding and mitigating threats, as well as assuming them
consciously and being informed, are elements that can significantly improve the security
conditions for coverage in areas of risk.

Mitigating and reducing risks while in the field while
covering elections

This section gives an overview of how to mitigate and reduce risks while in the field while
covering elections.

Before going to the field

e Have knowledge of personal safety. All media houses must provide it, and if not, the
journalist must find a way of having these training resources.

e Evaluate the risks of coverage in terms of personal safety and the area being covered.
Assess who or which of the editorial team will go to the place and who will support and
which tasks. Teamwork is the key to safety.

e Contextualise and know the various factors in play: Political parties, religious groups,
gender, organised crime, economic interests, criminals gangs among others of the area
where you are reporting from.

e Define the threshold of acceptable risk to be assumed.

e Have health and life insurance.

e Determine if coverage can be done in a few hours or if you are required to remain in the
same place and sleep there. If so, you must have the necessary supplies, or determine
in advance where to find lodging. Do not waste time searching later.

e Make sure that standard press credentials are valid, and determine what special
credentials will be required for campaign coverage.
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Find out from press-regulatory authorities what rules will apply to news organisations
during the election period

Know your way around

Know how to get to your area of coverage. For example, do you need a map to guide you
in the area or a street directory? Is it information you can download from the Internet?
Google Maps (maps.google.com) is an excellent tool.

Establish the means of transport more accessible to reach the area.

Plan simple and logical answers to the worst of situations that can be addressed, and
the consequences that may result. For instance, what if there is a riot? What evacuation
routes will you use in an emergency? If the routes are established with a map you need
to corroborate the site physically when on the ground.

Have the proper documentation: Media accreditation, passes for specific areas,
passport or identity card. However, the exposure of documents must be done carefully.
Never show all and one is enough. In some cases, or situation you may be advised not
to show identification.

Carry a first aid kit and survival kit if you will be going to an area where you suspect
violence may occur.

Keep your distance from other cars at traffic lights, so that you can be able to leave in
an emergency. Look not only forward but also backwards.

Never follow a routine and avoid the same routes of travel, food places, times, places of
amusement among others and change them all the time.

Do not wear headphones, listening to any audio material, if you're in the car, taxi or
public transport or talk on the phone since you may lose the opportunity to detect
danger. It is important to constantly flip to the side or look in the mirrors to detect
unusual movements or the presence of a suspicious vehicle.

Check for suspicious cars in the neighbourhood before you get off the car to get to your
home or office. If detected, continue walking and try to see its features and, if possible,
the number plates.

Telephone

Use of telephone should be rational.

Do not use cell phone to talk about sensitive issues since it is very easy to intercept.
Avoid personal telephone conversations being heard by others.

Install caller identity both in your cell phone to identify the callers who are not in your
address book.

Do not give your name or number in the answering machine nor leave a long message
which can easily identify your voice.

Get a private phone number for use by family members and friends, which is different
from the official one.
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e Record telephone conversations especially if they are threats.

e Do not give your name when you talk on the phone and you do not recognise the other
voice. Try to identify the caller first.

e Do not panic when you receive a threat. Just listen and not commit to anything. Do not
challenge the menacing dialogue with anyone. Remember the accent or slang of the
other person on the line and what they say, write what they tell you in case you are not
recording. Transcribe the details immediately after the call is terminated.

e Report the threats immediately to your supervisor and police. Also consider alerting
other human rights organisations.

e Take safety measures considering the nature of threats e.g. an insult or a call not to
work on specific issues is not the same as being told that you will be killed.

e Talk with your family about the security measures to be adopted as a result of the
threats so that they can know how to respond in case of danger.

e Discuss what to do about the situation with your supervisors: whether to keep a low
profile, report to the police, go public in the newspaper or broadcast. Any action must
correspond to the threat at hand.

e Do not save telephone numbers of your family in an obvious manner that can make
them be easily identified and hence be easily used to call them to extort money.

e Key lock your cell phone so that if it is stolen the contacts are not easily accessible.

e Have emergency phone numbers easy to locate, encoded so that you can activate them
with a key.

How to tell if your phone is tapped

Check battery life: Take note of the lifespan of your battery. The phone’s battery gets

used when it is sending voice or text information to the source of the bug, or if someone
is remotely activating the microphone. If the battery life is suddenly significantly shorter
than it used to be, even after getting a new battery, your phone may be bugged. (There are
applications that monitor battery life and history)

Feel your phone: Check the temperature of your phone. The battery in your cell gets warm
when it is being used, so, when you have not been on the phone and it feels warm, it may
have been in use without your knowledge.

Monitor strange activity: Monitor unusual activity by your phone. If it suddenly starts
turning on and off by itself, has difficulty shutting down or won’t shut down at all, it may be
subject to unauthorised use.

Watch for coded text messages: If you get a text message that seems like data coding, with

numbers and symbols instead of words, this could indicate misdirected attempts at data
transmission by someone else.
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Listen for background noise when you are on a call: Echoes, static, or clicking sounds may
be caused by line or transmission interference, or by equipment used by someone tapping
your call.

Pay attention to your phone bill: Inspect your phone bill every month. If it indicates a spike
in text or data transmission, someone else may be using it.

Determine whether your land line is tapped: Find out if your land line is tapped by locating
your Serving Area Interface, also known as a B-Box or cross-connect box. Determine which
pair of wires, known as the cable pair, are associated with your phone number, and see if
there are any duplicate lines or electronic devices connected to them.

Hire a company to perform a wiretap detection sweep: Many companies offer such services,
but they typically only pick up devices being used on your premises. Unfortunately, this is
not applicable in Ethiopia.

Solidarity Network

e Know people and organisations that can help you either permanently or temporarily in
case of danger. This can be government officials, civilians, colleagues, church leaders,
NGOs, civil society organizations etc

e Speaking the same language with the people is always useful as it generates empathy.

Gender

e Violence or gender-based aggression manifest in different ways, therefore it implies
greater care. Sexual harassment, sexist attitudes, the possibility of sexual assault,
involves risks and preventive measures that vary according to each individual gender
identity.

e Having training on safety and protection measures is important.

e Evaluate the threats and risks before going to the field and be clear on how to deal with
them.

e Wear ouftfits that fit easily and comfortably.

e Keep a decent distance from an interviewee and maintain a professional source-
reporter relationship.

e |f you are pregnant, measure the physical risks of exposure according to the stage
of gestation. It would be illogical for example, to send a woman with an advanced
pregnancy to cover a demonstration since there might be a likelihood of riots.

e Keep your bosses, friends or family informed of your activities in areas of risk.

e Do not take unnecessary risks or go beyond your control.

e Maintain control of your situation to avoid putting your life in the hands of third parties.

e |n case of sexual assault, get medical and psychological help.

21



Coverage of demonstrations

Have prior knowledge of risks, hostility by possible demonstrators, previous aggressive
statements, and security, number of police officers going to be present etc.

Have a first aid kit and a gas mask.

Have a map for getting to and from the site or thoroughly know the area of coverage.

If you have a vehicle, always pack it in a remote area with quick exit.

Know how to protect your computer if protesters and security forces are seeking to
seize it.

Work in groups with colleagues or make eye contact or by phone or other means of
communication with them.

Always express, as far as possible, that you are a journalist.

Carry some identification visible, badge of the media to which you belong, so as not to
be identified as belonging to one side.

Be in charge of your movements at all times.

Use communication codes with colleagues and even have agreed time of entry and exit
of a place.

Identify a keyword to alert others that you are in danger and this should be kept secret.
Do not be carriers of messages for any party.

Do not wear clothing similar or close to those of a political party.

Move without protection of any of the parties. Work and move in groups with
colleagues.

Listen to all sides of the story.

Have a good physical and mental condition.

Keep in hand only the minimum personal documents, no addresses or phone numbers,
little money, a credit card with little spending power. Do not bring pictures of family
and valuables.

Dealing with sources
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If possible, meet the source while accompanied by someone else.

Arrange the meeting on neutral territory and during the day.

Know the route of arrival and departure of your venue of your meeting with the source.
Maintain contact with your boss or colleague.

Maintain control of your movement and know your surroundings. Be aware of abnormal
movements and actions.

Do not purchase information. Never accept bribes or personal benefits.

Confidence. “Win” over the source, either from the respect for their views or establish
an approach from simple strategies.

You should always have prior information when going to interview a source, know
their intentions and motives, knowledge of the topic which you will deal with. Lack of
information leads immediately to falling at risk of manipulation.



Coverage of crime scenes

Assess whether the perpetrator of the crime may be in the area. If so leave and come
to the area once you confirm that there are no threats of more violence. If you feel in
danger, do not hesitate to leave the area.

If you take photographs or video of the perpetrator or perpetrators of the act, you should
not be seen by them. If this is not possible, refrain from doing so because you may end
up being a victim.

While publishing or broadcasting pictures of the crime and perpetrators, take all
necessary safety measures

Establish, in the case of an accident, whether or not there are hazardous materials that
can burn.

If there are any injuries, inform the relevant authorities and medics.

Regularly get psychological and counselling care and services.

Be sensitive when dealing with victims. Understand their situation, be polite, avoid at
all times to re-victimise or stigmatise.

Securing your family

Establish codes of communication to enter the home, to a phone call or text messages.
It can consist of a word or a short sentence of something that seems irrelevant.

Be clear about what to do and who to call in an emergency.

Identify your neighbours, their habitual movements and their cars.

Install some measure of security in the home: Alarm, intercom or videophone, gates,
curtains that are not translucent, electric garage, guard dog, automatic light outdoors
and plates reinforced doors among others.

Discover the weaknesses in the safety of our homes and try to address them.
Implement strict measures in and out of the house and involve the children too e.g.

do not open for strangers, unknown vendors or couriers, surveyors, technical services
which have not been called for such as telephone, water, and gas.

If you get to see suspicious people hanging around the house, delay to get in until you
ascertain their identities and mission.

Never follow a routine, neither personal nor family, avoid the same routes of travel, food
places, times, places of amusement among others and change them all the time.

It is advisable to instil in children not to give telephone details, addresses, or activities
to outsiders.

Digital protection

Use tools like Avast, Spybot and Comodo Firewall to protect your computer from
malware such as viruses and spyware
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Protection using a password

e Make it long

e Make it complex

e Make it practical

e Do not make it personal
e Keep it secret

e Make it unique

e Keep it fresh

Remembering secure passwords

It is important to use different types of characters when choosing a password. This can be
done in various ways:

e Varying capitalisation, such as: ‘My naME is Not MR. MarSter’

e Alternating numbers and letters, such as: ‘all wORk 4nD NO pl4Y’

e Incorporating certain symbols, such as: ‘c@t(heR1nthery3’

e Using multiple languages, such as: ‘Let Them Eat 1e gateaU au ch()colaT’

Recording passwords securely
e Record them in a portable, encrypted secure password database, such as KeePass.

How to recover lost information

e When you delete a file in Windows, it disappears from view, but its contents remain
on the computer. Even after you empty the Recycle Bin, information from the files you
deleted can usually still be found on the hard drive.

e There are several programmes that can restore access to recently-deleted files,
including a tool called Recuva.

How to destroy sensitive information

e Eraser is special software that removes data securely and permanently. Using Eraser
is a bit like shredding a paper document rather than simply tossing it into a bin and
hoping that nobody finds it.

e  Wiping means replacing, or ‘overwriting,” your sensitive information, rather than simply
deleting it. It is recommended when destroying outdated backups or before giving old
hard drives away.

e The more times information is overwritten, the more difficult it becomes for someone
to recover the original content. Experts generally agree that three or more overwriting
passes should be made; some standards recommend seven or more.
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Tips on using secure deletion tools effectively

e (Create an encrypted backup of your important files

e Delete all unnecessary files, from all storage devices, and empty the recycle bin

e Wipe temporary files using CCleaner.

e Wipe all of the free space on your computer and other storage devices using Eraser. You
might need to let this procedure run overnight, as it can be quite slow.

How to keep your Internet communication private

e The Internet is an open network through which information typically travels in a
readable format. If a normal email message is intercepted on the way to a recipient, its
contents can be read quite easily.

e To keep internet communication private, journalists can use tools like The RiseUp
email service; The Off the Record OTR plugin for the Pidgin instant messaging
programme; and Mozilla Firefox and the Enigmail add-on for the Mozilla Thunderbird
email client.

Tips on responding to suspected email hacking and surveillance

If you suspect your email account has been hacked or compromised, you can take steps to

reduce the damage done. While it is difficult to be certain, there may be clues such as:

e You notice any changes to your email account content or settings that you did not make

e Your email contacts notify you that they have received an email that you did not send

e You cannot login to your email account, though you are sure your password and other
settings are correct;

e |f on your account activity log you see that your account was accessed at time that you
do not remember or from a place (or IP address) that you did not go to.

In such situations, you may want to take some cautionary action:

e  Stop using this email account for sensitive information exchange, at least until you
understand the situation better.

e |mmediately change your password.

e Use a different and strong password

e  Consider using KeePass to store and manage all your passwords.

Mitigate information loss and impact to your community.

e |tis important to make a response plan.

e Knowing what sensitive kinds of information you had in your account and determining
the persons with whom you exchange information via that account

e Decide whom you should alert and what other accounts you will have to revisit or close.

e Research how your account was compromised; a weak password, or due to malware
infection, etc.
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e Review security of all of your devices that access emails from this account, and devices
on which you stored the password of this email account.
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