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The Saeima® has adopted a
the President has proclaimed the following

Per sonal Data Protection Law

Chapter |
General Provisions

Section 1.

The purpose of this Law is to protect the fundamlemiman rights and freedoms of natural perso!
particular the inviolability of private life, withrespect to the processing of data regarding najpeglon:
(hereinafter — personal data).

Section 2.

The following terms are used in this Law:

1) data subject — a natural person who may be directly or indlyeicientified;

2) consent of a data subject — a freely, unmistakably expressed affirmatiorthef wishes of a da
subject, by which the data subject allows his or personal data to be processed in conformity
information provided by the system administratoagcordance with Section 8 of this Law;

3) personal data — any information related to an identified or itdfable natural person;

4) personal data processing — any operations carried out regarding personal, datauding dat
collection, registration, recording, storing, agament, transformation, utilisation, transfer, sraissio anc
dissemination, blockage or erasure;

5) personal data processing system — a structured body of personal data recorded infamy that i
accessible on the basis of relevant person idémgfgriteria,;

6) personal data processor — a person authoed by a system administrator, who carries out pet
data processing upon the instructions of the systéministrator;

7) recipient of personal data— a natural or a legal person to whom personal dat disclosed;

8) sensitive personal data - persoml data which indicate the race, ethnic origin,igiels
philosophical or political convictions, or tradeioim membership of a person, or provide informatsnto th
health or sexual life of a person;

9) system administrator — a natural person or adal person who determines the purposes ar
means of processing of a personal data procesgstgns; and

10) third person — any natural person or legal person, except forata dsubject, a syste
administrator, a personal data operator and pemsbosiave been directly authorised by a system admétds
or a personal data processor.

[24 Octaber 2002]

Section 3.



(1) This Law, taking into account the exceptionsdified in this Law, applies to the processing lbtypes o
personal data, and to any natural person or legrabp if:

1) the system administrator is registered in thpuRéc of Latvia;

2) data processing is performed outside the bordetde Republic of Latvia in territories, wh
belong to the Republic of Latvia in accordance witlernational agreements; and

3) in the territory of the Republic of Latvia isclated equipment, which is utilised for the procegsi
personal data.
(2) In the cases referred to in Paragraph one,s€l8uof this Section, the system administratall appoint &
authorised person who shall be responsible for tiamge with this Law.
(3) This Law shall not apply to the information s&res made by natural persons in which personal ata
processed for personal or household and family ggep ad in which the personal data collected are
disclosed to other persons.
[24 October 2002]

Section 4.

This Law, taking into account the exceptions, whacé specified in the Law On Official Secrets, k
regulate the protection of personal data, whicheHzeen declared to be official secret objects.
[24 October 2002]

Section 5.

(1) Sections 7, 8, 9 and 11 of this Law shall nmtlg if personal data are processed for journalistitistic o
literary purposes, and it is not prescribed othsevidy law.

(2) In applying the provisions of Paragraph onéhig Section, regard shall be had to the rightpesBons t
inviolability of private life and freedom of expgen.

Chapter 11
General Principlesfor Personal Data Processing

Section 6.
Every natural person has the right to protectiohisfor her personal data.

Section 7.

Personal data processing is permitted only if mesgribed otherwise by law, and at least one ¢
following conditions exist:

1) the data subject has given his or her consent;

2) the personal data processing results from coiahobligations of the data subject or, taking
account a request from the data subject, the psoge®f data is necessary in order to enter ingorelevar
contract;

3) the data processing is necessary to a systermithaitor for the performance of his or her dute
specified by law;

4) the data processing is necessary to protedtyitaportant interests of the data subject, inahg
life and health;

5) the data processing is necessary in order to etbatehe public interest is complied with, o
fulfil functions of public authority for whose perimance the personal data have been transferradyster
administrator or transmitted to a third person; and

6) the data processing is necessary in order tmplong with the fundamental human rights
freedoms of the data subject, exercise lawful @der of the system administrator or of such thadspn as tt
personal data have been disclosed to.

[24 Octaober 2002]

Section 8.



(1) When collecting personal data from a data supj@ system administrator has a duty to providiat
subject with the following information unless itafeady available to the data subject:

1) the designatiomr given name and surname, as well as addre$e dystem administrator and
personal data operator; and

2) the intended purpose and basis for the perstatalprocessing.
(2) On the basis of a request from the data subjbet system administratdras a duty to provided t
following information:

1) the possible recipients of the personal data;

2) the right of the data subject to gain accedsigmr her personal data and of making correctin
such data; and

3) whether providing an answer isamdatory or voluntary, as well as the possible equnences
failing to provide an answer.
(3) Paragraph one of this Section is not applicablidhe conducting of personal data processing ovil
disclosing its purpose is authorised by law.
[24 Octaober 2002]

Section 9.

(1) If personal data have not been obtained froendata subject, a system administrator has a gy
collecting or disclosing such personal data toiatherson for the first time, to provide the datdject witl
the following information:

1) the designation, or given name and surname, aglaless of the system administrator anc
personal data operator; and

2) the intended purpose for the personal data psitg.
(2) On the basis of a request from the data subjbetsystem administrator has a duty to providec
following information:

1) the possible recipients of the personal data;

2) the source of obtaining the data and personal @#egories; and

3) the right of data subjects to gain access t@hrser persoal data and of making corrections in <
data.
(3) Paragraph two of this Section is not applicatfie

1) the law provides for the processing of persala#h without informing the data subject thereof] an

2) when processing personal data for scientfistorical or statistical research, or the leisament
Latvian national archive holdings, the informingtioé data subject requires inordinate effort amigossible.
[24 October 2002]

Section 10.

(1) In order to protect the interests of a datgexttha system administrator shall ensure that:

1) the personal data processing takes place witigiiity and lawfully;

2) the personal data is processed only in confgrmith the intended purpose and to the e
required therefor;

3) thepersonal data are stored so that the data subjédentifiable during a relevant period of tii
which does not exceed the time period prescribethiintended purpose of the data processing; and

4) the personal data are accurate and that theypai&ted, rectified or erased in a timely mann
such personal data are incomplete or inaccuraaedordance with the purpose of the personal datzepsing.
(2) Personal data processing for purposes other thase originally intended is permissibifeit does no
violate the rights of the data subject and is edrout for the needs of scientific or statisticadaarch only i
accordance with the conditions referred to in $&c8 and Section 10, Paragraph one of this Law.
(3) Paragraph one, Clsas 3 and 4 of this Section are not applicablé&egprocessing of personal data for
establishment of Latvian national archive holdingscording to the procedures specified in reguli
enactments.
[24 Octaober 2002]

Section 11.



The processing of sensitive personal data is piteldipexcept in cases where:

1) the data subject has given his or her writtenseat for the processing of his or her sens
personal data;

2) special processing of personal data, withoutiesting the consenf the data subject, is provid
for by regulatory enactments, which regulate legdations regarding employment, and such regul
enactments guarantee the protection of personaj dat

3) personal data processing is necessary to prtitedife and kalth of the data subject or anot
person, and the data subject is not legally orighilg able to express his or her consent;

4) personal data processing is necessary to ackieviawful, noneommercial objectives of pub
organisations and theiassociations, if such data processing is only edlat the members of the
organisations or their associations and the pefsiata are not transferred to third parties;

5) personal data processing is necessary for thgopes of medical treatmeniet provision of heal
care services or the administration thereof andiibteibution of means of medical treatment;

6) the processing concerns such personal data Gessery for the protection of lawful rights
interests of natural or legal persons in court peatings;

7) personal data processing is necessary for thagion of social assistance and it is performedha
provider of social assistance services;

8) personal data processing is necessary for tableshiment of Latvian national driwe holdings an
it is performed by the State archives and insthgiwith State storage rights approved by the Boregenere
of the State archives;

9) personal data processing is necessary for titatisesearch, which is performed by the Ce
Statistics Bureau; and

10) the processing relates to such personal d&iahwhe data subject has him or herself made publi
[24 October 2002]

Section 12.

If personal data, which relate to the commitmentrahinal offences, convictions in crimahmatters
court proceedings in criminal matters and closagttcsittings in civil matters, only persons autised by lay
are entitled to process such data and in the cpseified by law.

[24 Octaber 2002]

Section 13.

(1) A system administratas obliged to disclose personal data in casesiged for by law to officials of Sta
and local government institutions. The system adsttor shall disclose the personal data only uot
officials of the State and local government insitituis ashe or she has identified prior to the disclosureuaft
data.

(2) Personal data may be disclosed on the basisvaitten application or agreement, stating theppse fo
using the data, if not prescribed otherwise by lahe application for persondhta shall set out information
will allow identification of the applicant for thgata and the data subject, as well as the amouthegierson
data requested.

(3) The personal data received may be used onlhéopurposes for which they are intended.

Section 13.!

Personal identification (classification) codes rbayprocessed if:

1) the consent of the data subject has been egteiv

2) the processing of the identification (classifica) codes arises from the purpose of the per
data processing;

3) the processing of the identification (classifica) codes is necessary to ensure the contil
anonymity of the data subject; and

4) a written permit has been received from thealBiate Inspectorate.
[24 October 2002]



Section 14.

(1) A system administrator may entrust personad gabcessing to a personal data processor proeicattter
contract is entered into between them.

(2) A personal data processor may process perstatal entrusted to him or her only within the amou
determined in the contract and in conformity witle purposes provided for therein and in accordarnttethe
instructions of the system administrator if theg aot in conflict with regulatory enactments.

(3) Prior to commencing personal data prego®s a personal data processor shall performysafielasure
determined by the system administrator for theqmtidn of the system in accordance with the requéms o
this Law.

[24 Octaober 2002]

Chapter I11
Rights of a Data Subject

Section 15.

(1) In addition to the rights referred to in Sen8® and 9 of this Law, a data subject has the t@gbbtain a
information that has been collected concerning blfrier herself in any system for personal data essing
unless the disclosure alich information is prohibited by law in the fietd national security, defence ¢
criminal law.
(2) A data subject has the right to obtain infolimratconcerning those natural or legal persons withinva
prescribed time period have received infornmatimm a system administrator concerning this dataject. l
the information to be provided to the data subijids, prohibited to include State institutions, ialh administe
criminal procedures, investigatory operations atities or other institubns concerning which the disclosur:
such information is prohibited by law.
(3) A data subject also has the right to requestaiowing information:

1) the designation, or name and surname, and addféise system administrator;

2) the purpose, amount and method of the persatalptocessing;

3) the date when the personal data concerningdtesibject were last rectified, data extinguisbn
blocked;

4) the source from which the personal data weraiodt unless the disclosure of such infation it
prohibited by law; and

5) the processing methods utilised for the autothptecessing systems, concerning the applicati
which individual automated decisions are taken.
(4) A data subject has the right, within a periddone month from thedate of submission of the relev
request (not more frequently than two times a ydaryeceive the information specified in this $@ttin
writing free of charge.
[24 October 2002]

Section 16.

(1) A data subject has the right to request tligbh her personal data be supplemented or redtifie well a
that their processing be suspended or that thel#atiestroyed if the personal data are incomptettlatec
false, unlawfully obtained or are no longer necasfar the purposes for whicthey were collected. If the d
subject is able to substantiate that the persoatd ¢hcluded in the personal data processing syste
incomplete, outdated, false, unlawfully obtainednorlonger necessary for the purposes for whicly there
collected, the system administrator has an obligatiorettify this inaccuracy or violation without delayc
notify third parties who have previously receivld processed data of such.

(2) If information has been retracted, a systemiathtnator shall esure the accessibility of both the new
the retracted information, and that the informatieferred to is received simultaneously by recifsghereof.

Section 17.

Sections 15 and 16 of this Law are not applicabtee processed data are usedydol the needs !
scientific and statistical research or the esthbiisnt of Latvian national archive holdings in adzorce witl



regulatory enactments and, on the basis of suchaatiwities are carried out and no decisions aker
regarding the data subject.
[24 October 2002]

Section 18.

If a data subject disputes an individual decisiaich has been taken only upon the bas
automated processed data, and creates, amendsmidete or terminates legal relations, the sy
administrato has a duty to review such data. The system adtrénor may refuse to review such decision
has been taken in accordance with law or a contratetred into with the data subject.

[24 October 2002]

Section 19.

A data subject has the right ¢dject to the processing of his or her persontd dasuch will be use
for commercial purposes.

Section 20.

A data subject has the right to appeal to the D@if@e Inspectorate the refusal of a sy
administrator to provide the informationfeered to in Section 15 of this Law or perform #mivities referre
to in Section 16 of this Law.

Chapter 1V
Registration and Protection of a Personal Data Processing System

Section 21.

(1) All state and local government institutionsgdanhernatural persons and legal persons which carryot
wish to commence carrying out personal data praugsand establish systems for personal data psoog
shall register such in accordance with the procesiprescribed in this Law unless otherwise presdrty law.
(2) The registration procedure prescribed by tlaw lis not applicable to personal data processinghineec
of accounting and personnel registration if thespeal data is not being accumulated in electramimf as we
as on tle personal data processing systems establishdteldenominational religious organisation referi@
in the Civil Law.

[24 Octaber 2002]

Section 22.

(1) The institutions and persons referred to inti8ac21 of this Law which wish to commence gamal dat
processing and establish a system for personalpdat@ssing shall submit an application for regigin to th
Data State Inspectorate which includes the follgwiformation:

1) the designation (name and surname), registratimte, addres and telephone number of
institution or person (system administrator);

2) the name, surname, personal identity numbermreaddand telephone number of a person authi
by the system administrator;

3) the legal basis for the operation of the perkdata processing system;

4) the type of personal data to be included instystem, the purposes for which it is intended dus
amount of personal data to be processed;

5) the categories of data subjects;

6) the categories of recipients of personal data;

7) the intended method of personal data processing;

8) the planned method of obtaining personal datbeamechanism for the control of their quality;

9) other data processing systems, which will beneoted with the system to be registered;

10) what personal data connected systems will be t@bbbtain from the system to be registered



what data the system to be registered will be tbtain from connected systems;

11) the method for transferring data from the syste be registered to another system;

12) the identification codes of natural personwitisoe used by the system to be registered;

13) the method for exchanging information with tiata subject;

14) the procedures whereby a personal data stibjeantitled to obtaifnformation concerning hims:
or herself and other information referred to intiers 8 and 9 of this Law;

15) the procedures for supplementing and updatipgisonal data;

16) technical and organisational measures ensthimgrotection of personal data; and

17) what personal data will be transferred to ottates.
(2) The Data State Inspectorate shall evaluatedabeimine the personal data processing systemsiichve
prior checking must be performed.
(3) When registering a personal datagassing system, the Data State Inspectorateisha# a certificate
registration of the personal data processing systesmsystem administrator or to a person authaitigehim o
her.
(4) Prior to changes being made in a personal piedeessingystem, such changes shall be registered
Data State Inspectorate if the following changes:

1) the system administrator or the personal detegssor;

2) the location of the personal data processistesy;

3) the types of personal data or the purposeeopérsonal data processing;

4) the holder of the information resources or téchliresources, as well as the responsible peiw
the security of the information system;

5) the data processing systems with which thevagliesystem is associated;

6) the type of personal data processing; and

7) the type of personal data processing, whidhaissferred to other states.
(5) If the personal data processing system techaiué organisational means of protection changthabthe:
significanty impact on the protection of the system, inforimatregarding this shall be submitted withi
period of one year to the Data State Inspectorate.
(6) For the registration of each personal dataesysir the registration of the changes referrech tBaagrapl
four of this Section, a State fee shall be paicdbating to the procedures and in the amount spechie the
Cabinet.
[24 Octaber 2002]

Section 23.

The Data State Inspectorate may refuse to regigbersonal data processing system, if:
1) all of the information referred to in Section @2his Law is not submitted; or
2) on inspection of the personal data processiatggy, violations are determined.

Section 24.

(1) The Data State Inspectorate shall includerferination refered to in Section 22 of this Law in the regi
for personal data processing systems (except themation referred to in Clause 16 of the sameiBeltThe
register is a component part of the State inforomasiystem.

(2) Information regarding thosegistered personal data processing systems thatmpeof which is regulate
by the Law On Official Secrets and the Investigat@perations Lawshall not be included in the regis
referred to in Paragraph one of this Section.

[24 October 2002]

Section 25.

(1) A system administrator and personal data psmebave a duty to use the necessary technice
organisational measures in order to protect petstata and to prevent their illegal processing.

(2) A system administrator shall contrifle form of personal data entered in the persdath processir
system and the time of recording and is responsiiniéhe actions of persons who carry out persatei
processing.

[24 Octaber 2002]



Section 26.

(1) The mandatory technical armtganisational requirements for the protectionpefsonal data process
systems shall be determined by the Cabinet.
(2) Every year State and local government instingishall submit to the Data State Inspectoratersope
data processing systenmtémal audit findings (also a system risk analysis)l a report regarding measi
performed in the field of information security.
(3) The Data State Inspectorate in accreditingraggewho wishes to perform systems audits in Stateloce
government prsonal data processing systems shall perform adewing in relation to external syste
auditors:

1) initial accreditation;

2) repeated accreditation;

3) accreditation for the renewal of activities;

4) extension of the time period of the accreditatiand

5) issuing of duplicates of accreditation certfies.
(4) For the performance of each of the activitiefemred to in Paragraph three of this Section,ateSee she
be paid according to the procedures and in the atrspecified by the Cabinet.
[24 October 2002; 19 December 2006]

Section 27.

(1) Natural persons involved in personal data psicey shall make a commitment in writing to preseawn
not, in an unlawful manner, disclose personal dateh persons have a duty not tectise the personal d
even after termination of legal employment or ottmmtractually specified relations.

(2) A system administrator is obliged to record pleesons referred to in Paragraph one of this &ecti

(3) When processing personal datgracessor of the personal data shall comply withitstructions of t
system administrator.

Section 28.

(1) Personal data may be transferred to anothée #tahat state ensures such level of data priotech:
corresponds to the relevant level of the data ptiate in effect in Latvia.

(2) Exemption from compliance with the requiremengderred to in Paragraph one of this Sectic
permissible if the system administrator undertaiceperform supervision regarding the performancehe
relevant protection measures and at least oneedbtlowing conditions is complied with:

1) the data subject has given consent to the gan$the data to another state;

2) the transfer of the data is necessary in omléulfil an agreement betwedhe data subject and -
system administrator, the personal data are redjtirée transferred in accordance with contrachbébation:
binding upon the data subject or also, taking a@oount a request from the data subject, the gansfdata i
necessary in order to enter into a contract;

3) the transfer of the data is required and regaegiursuant to prescribed procedures, in accoe
with significant state or public interests, orésjuired for judicial proceedings;

4) the transfer of the data is necessary to préteclife and health of the data subject; or

5) the transfer of the data concerns such perstatal as are public or have been accumulatec
publicly accessible register.

(3) The evaluation of the level of personal dptatection in accordance with Paragraph one & 8@ctio
shall be performed by the Data State Inspectomadetashall issue permission in writing for thertséer of th
personal data.

[24 Octaber 2002]

Section 29.
(1) The supervision of prettion of personal data shall be carried out byDh&a State Inspectorate, whicl

subject to the supervision of the Ministry of Jastand operates independently and permanentiylifdfithe
functions specified in regulatory enactments, takesisons and issues administrative acts in accordanit



the law. The Data State Inspectorate is a Statanégtnation institution the functions, rights andtiés o
which are determined by law. The Data State Ingpat# shall be managed by a director wsi@ll b
appointed and released from his or her positiothkyCabinet pursuant to the recommendation of thraské
for Justice.

(2) The Data State Inspectorate shall act in aeoare with bylaws approved by the Cabinet. Every yeal
Data State Ispectorate shall submit a report on its activiteethe Cabinet and shall publish it in the newsg
Latvijas Vetsnesis [the official Gazette of the Government of Latvia]

(3) The duties of the Data State Inspectorateerfitid of personal data protection are as follows:

1) to ensure compliance of personal data processitige State with the requirements of this Law;

2) to take decisions and review complaints regaytlie protection of personal data;

3) to register personal data processing systems;

4) to propose and carry out activities aimed atimgi the effectiveness of personal data protecim
provide opinions regarding the conformity of pemlodata processing systems to be established bttt
and local governments to the requirements of régruyjanactments;

5) together with the Office of the Director Genesfilthe State Archives of Latvia, to decide on
transfer of personal data processing systems t8tthte archives for preservation thereof; and

6) to accredit persons whwish to perform system audits of State and lgmalernment institutic
personal data processing systems according tortieeqgures specified by the Cabinet.

(4) In the field of personal data protection, thghts of the Data State Inspectorate are as follows

1) in accordance with the procedures prescribedegulatory enactments, to receive, free of ch
information from natural persons and legal persmns necessary for the performance of functiomsimenc
to inspection;

2) to perform inspection of a personal data prangssystem;

3) to require that data be blocked, that incoroeatnlawfully obtained data be erased or destroge
to order a permanent or temporary prohibition dagaocessing;

4) to bring an action in court for violations ofghL.aw;

5) to cancel a personal data processing registratirtificate if in inspecting the personal (
processing system violations are determined,;

6) to impose administrative penalties accordinthioprocedures specified by law regagdviolation:
of personal data processing; and

7) to perform inspections in order to determine toaformity of personal data processing to
requirements of regulatory enactments in casesewter system administrator has been prohibitechatwtt
provide information to a data subject and a relegabmission has been received from the data dubjec
[24 Octaber 2002]

Section 30.

(1) In order to perform the duties referred to acn 29, Paragraph three of this Law, the direcfdahe Das
State Inspectorate and the Data State Inspectemgitoyees authorised by the director, have the:righ

1) to freely enter any noresidential premises where personal data procesgstgms are located, ¢
in the presence of a representative of fetesn administrator carry out necessary inspectioriher measur
in order to determine the compliance of the persda& processing procedure with law;

2) to require written or verbal explanations fronyanatural or legal person involved in perabdat:
processing;

3) to require that documents are presented and atfiemation is provided which relate to
personal data processing system being inspected;

4) to require inspection of a personal data prangssystem, or of any facility or infmation carrier ¢
such, and to determine that an expert examinatocobducted regarding questions subject to invatibig;

5) to request assistance of officials of law endonent institutions or other specialists, if reqdjra
order to ensure performance of its duties;

6) to prepare and submit materials to law enforagrmestitutions in order for offenders to be heb
liability, if required; and

7) to draw up a statement regarding administratigiations in personal data processing.
(2) The officials of the Data State Inspectorate involwedegistration and inspections shall ensure the
information obtained in the process of registratiamd inspections is not disclosed, except inforom
accessible to the general public. Such priibib shall also remain in effect after the offisidnave ceased



fulfil their official functions.
[24 October 2002]

Section 31.

Decisions by the Data State Inspectorate may beagg to a court.

Section 32.

If, in violating this Lav, harm or losses have been caused to a persam,dine has the right to rece
commensurate compensation.

Transitional provisions

1. Chapter IV of this Law, “Registration and Prdiec of a Personal Data Processing System”, sloaflecintc
force on 1 January 2001.

2. The institutions and persons referred to iniBe@1 of this Law, which have commenced operatioef®re
the coming into force of this Law, shall registéthithe Data State Inspectorate by 1 March 2008erAdxpiry
of this term, unregistered systems shall ceaseatipas.

[24 Octaber 2002]

3. Amendments to Section 4 shall come into forcel atuly 2003, but amendments to Section 29, Parh
one shall come into force on 1 January 2004.

[24 October 2002]

4. Personal da processing systems, which until now the law @simposed a duty to register with the [

State Inspectorate, shall be registered by 1 U3 2
[24 October 2002]

This Law has been adopted by Sesima on 23 March 2000.

President V. Vike-Freiberga

Riga, 6 April 2000



