(M) UNHCR

2 £ TheUN Refugee Agency

Annex 4: Terms of Reference

Security Risk Management (SRM)

29 January 2018
Reference: RFP/2018/1058



Security Risk Management (SRM)

g\(ﬂ} UNHCR Terms of Reference

il

1

The UN Refugee Agency

Table of Contents

T 10T 18 o] £ o ] o 3
11 2T (o] (o[ {010 o (o OO ST PP UPPPP PRI 3
11.1 [0 o [N L1 1 o] o ISP PRSPPI 3
1.2 Statement of PUrPOSE & ODJECHIVES ......cooiiiiiieiiiiie e 3
121 PUIrPOSE aNd ODJECTIVES .....eeiiiiiiiiie i 3
122 SCOPE AN FOCUS ...ttt e st e e e b e e e e e e e e e neee 3
123 WOTKSNOP ELAIIS ..ottt e e b e 4
RO UITEIMEINES ...ttt 5
2.1 Tasks and Obligations of the CONITACION ............oocueiiiiiiiie e 5
2.2 Other responsibilities of the CONtractor...........cccccovvviviiiiie 6
2.3 Responsibilities of UNHCR (ECENLIE) ....ccccoe i 7
2.4 Other IMPOrtant POINTS .......coiiiieieiece ettt 7
Content of the Technical Offer.......coooeuiiiiiii e 9
3.1 Company QUAITICALIONS .........eiiiiiiiie ittt e e e e e e 9
3.2 PrOPOSEA SEIVICES ....eeiiiiiiiiiie ittt ettt e skt e e s bbbt e e s nbn e e e e anbbe e e s annneeas 9
3.3 Personnel QUAlIfICAtIONS ........oieuiiiiiiie et e e e e s e e e e e e s aaeeeeeeeeaaan 9
34 Vendor RegiStration FOIM ... 9
35 Applicable General CONAITIONS .......coooiiiii e 9
V= 11U = U o o S 9
4.1 Technical EVAIUALION ...t e s e e e e s e ee e e e e e e e nnnenees 10
Key Performance INAICALOrS .....uuuiii i 11
51 Performance BEVAIUALION ............uviiiiiie et e e e s 11

Page 2 of 11



Security Risk Management (SRM)

Vi(ﬂ;v UNHCR Terms of Reference

VI The UN Refugee Agency

1 Introduction

1.1 Background

1.1.1 Introduction

The Security Risk Management (SRM) workshop is one of the core eCentre regional events for
UNHCR partners and selected UNHCR staff from Asia-Pacific Region.

One of the largest unknowns for UNHCR is future expectations for security by partners, especially in
emergencies. While the Saving Lives Together framework exists, partners lean increasingly on
UNHCR security staff for advice, and expectations for support appear to be growing.

The knowledge, skills and attitudes of emergency practitioners are the best guarantee of operating
safely in complex environments. Enhancing this through training of managers of UNHCR’ partner
organizations and selected UNHCR staff is one of the most important components of the effort to
strengthen a culture of security and ensuring operation continuity. Areas of focus include training for
personnel working in high-risk environments, training for managers in security risk management,
training for staff facing particular risks and training for all staff.

The SRM workshop introduces senior managers to tools to analyze security risks in the field, and
assess what measures can be taken to mitigate those risks and ensure operation continuity.

1.2 Statement of Purpose & Objectives

1.2.1 Purpose and objectives

This consultancy will comprise the review and updating of the current content, methodology and training
materials related to the Security Risk Management workshops.

The overall objective of the SRM workshops is to provide to UNHCR’ external partners including
government representatives and NGO partners involved in emergency response with analytic tools and
best practices of security risk management training on personal safety and security.

This workshop is designed to present the analytic tools and best practices of security risk management
to managers of humanitarian and development programmes who must balance urgent lifesaving
operations against the attendant risks to staff. The workshop challenges participants to apply skills in
practical and realistic settings

1.2.2 Scope and focus

This workshop is designed to present the analytic tools and best practices of security risk
management to managers of humanitarian and development programmes who must balance
urgent lifesaving operations against the attendant risks to staff. The workshop challenges
participants to apply skills in practical and realistic settings.

This workshop is intended to be highly participatory, emphasizing hands-on application of tools
and skills. Participants will discuss real-life cases, best practices and lessons learned from the
humanitarian and development fields. Above all, they are required to apply lessons in a
practical and realistic table-top exercise simulating a critical security incident.

. The main content areas of the workshop include (but not limited to):

. The security environment of the current humanitarian operations
. Security Risk Management
. Contingency Planning
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. Critical Incident management
. Security of persons of concerns issues (including both urban and camp security issues)
. Partnership with host governments
. Other partnerships (e.g., UN agencies, NGOs, Military forces)
. Resource management issues and budget planning
. Continuity of operations
. Stress and other staff welfare issues
. Field simulation (if applicable)

1.2.3 Workshop details

e Scheduling:

This workshop will typically be conducted once a year. Pending available funding it may be conducted
additional times in some years. The workshop is 3 days in length, but may be lengthened with adding a
field simulation elements or shortened depending on content requirements and other factors.

e Materials utilized:

. Visual aids (PowerPoint, video, others);
. Printed materials (workshop book, handbooks, manuals, handouts);
. Exercise materials (instructions, props); field equipment (telecommunications, first aid, other).

e Participants:

This workshop is intended for a diverse range of people involved in humanitarian operations: non-
governmental organizations (international and national), and governmental partners dealing with
humanitarian, refuge, IDP, human rights and development issues as well as staff of the United
Nations, other intergovernmental organizations. As this is a management workshop, applicants are
normally required be in an appropriate management-level position; i.e., head of an office or
programme carrying out humanitarian or development activities, or similar functions. This workshop is
also appropriate for field security professionals or managers appointed tasks as security focal point for
their organization. Participant number is normally between 24 and 32 persons.

e Venue

The workshop currently takes place in Hua Hin, Thailand, but may be conducted elsewhere within the
Asia-Pacific Region.

Planned timing and location of this workshop are subject to change; therefore, a degree of flexibility is
required from the contractor.
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2 Requirements

2.1 Tasks and Obligations of the contractor

Task 1: Develop Workshop Objectives, Content and Methodology

e In close coordination with the eCentre Coordinator, provide input and advice to determine overall
objectives of course, key content areas and strategy and methodology for presentation;

e Prepare draft agendas, course outlines and similar planning materials.

Timeframe: approximately 12 to 3 months prior to workshop
Outputs: draft agendas, course outline and similar planning materials

Task 2: Evaluate, Research and Gather Information
e Review existing course training materials to evaluate whether they adequately cover the
objectives of the course
e Conduct research and gather materials from wide-ranging sources to ensure course content
reflects the latest developments within the international community on the subject matter;
e Conduct research and gather material to ensure content reflects the latest policy and practice
developments within UNHCR and the UN.

Timeframe: approximately 12 to 2 months prior to workshop
Outputs: Gathered documents and other materials from wide-ranging sources

Task 3: Prepare Workshop Materials

e Based on materials gathered in task 2, prepare presentation material, including PowerPoint slides,
audio-visual aids and lesson plans/lecture notes for each presentation;

e Based on materials gathered in task 3, prepare standard materials for participants, such as a
workshop guidebook and/or binder with all related handouts and other materials;

e Assume responsibility for copying and assembling all course and related materials for participants
and resource persons, and transporting these to the training location;

e Prepare other props and audio-visual aids;

o Prepare standard briefing kits for the presenters of each course topic.

Timeframe: approximately 12 months to 1 month prior to workshop
Output: workshop materials as described above

Task 4: Design Interactive Exercises

e Design a range of realistic interactive exercises, including table-top exercises and field-based
simulations, to support course content and objectives;

¢ Revise and update existing exercises and simulations as needed,;

e Prepare exercise maps, instructions, role descriptions and other materials.

Timeframe: 12 months to 1 month prior to workshop
Outputs: exercise maps, instructions, role descriptions and other materials

Task 5: Liaise with Partners and Service Providers (note: eCentre Coordinator will have primary

responsibility for this task, but the contractor should provide support as described below):

e As necessary and in coordination with the eCentre Coordinator, help to identify, contact and brief
the resource persons for the workshop. The resource persons selected are subject to approval by
UNHCR,;

e Ensure that the resource persons are fully aware of the workshop objectives, content and
methodology;

e As necessary and in coordination with the eCentre Coordinator, liaise with external partners to
coordinate simulation exercises and other course events;

e As necessary and in coordination with the eCentre Coordinator, advise on venue requirements and
liaise with venue staff to ensure needs are appropriately met.

Timeframe: approximately 12 months to immediately before the workshop
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Output: effective coordination among partners and service providers

Task 6: Act as Lead Facilitator for the Course

e Ensure that administrative norms such as schedule, breaks, timeliness etc are understood and
adhered to;

e Ensure that the workshop sessions are linked together and integrated into a coherent whole;

e Coordinate day-to-day activities of the workshop, including briefing, supporting and coordinating
other workshop resource persons and facilitators;

e Facilitate and run various exercises relating to the subject material;

e Facilitate and lead group discussions related to the workshop material;

e Establish and maintain a learning atmosphere characterized by intellectual inquiry and openness,
mutual respect and fun;

e As necessary, and in cooperation with UNHCR staff, liaise with venue staff to ensure appropriate
standards of facilities and troubleshoot minor problems;

e Facilitate a final session designed to evaluate participant learning in the course, and/or collect
participant evaluation (both qualitative and quantitative) input relating to the course.

Timeframe: during workshop
Output: successfully conducted workshop

Task 7: Run an Emergency Simulation Exercise

e Act as the lead coordinator of a complex table-top exercise requiring participants to exercise skills
learned during the workshop;

Prepare maps, instruction sheets and other documents relevant to and necessary for the exercise;
Provide briefings and instructions for both participants and resource persons;

Act as lead coordinator during the exercise itself; troubleshooting minor problems as necessary;
Provide debriefing after the exercise.

Timeframe: during workshop
Output: successfully conducted simulation exercise

Task 8: Act as Presenter/Subject Matter Expert as Needed

¢ In consultation with UNHCR staff, and in accordance with the facilitator’s skills and experience, be
prepared to act as a presenter and provide subject matter expertise for certain topics;

e Provide subject matter expertise and input for other specific subjects in a supporting role.

Timeframe: during workshop
Output: successfully presented sessions

Task 9: Submit Evaluation Report

e Submit an evaluation report upon completion of each workshop;

e The report should analyze and assess participant evaluations both qualitative and quantitative;

e The report should identify problem areas and make suggestions for improvement;

e The report should assess the workshop’s overall success in meeting objectives, and is considered
an essential part of evaluating the curriculum and pedagogical approaches.

Timeframe: normally within 15 days of completion of workshop
Output: report

2.2 Other responsibilities of the contractor

The selected company will be responsible for:

¢ Identifying by name at least two individuals, a primary and secondary, to be focal persons
responsible for the terms of reference above. Both persons should have the background,
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qualifications and skills required to accomplish these terms of reference, in terms of both
facilitation skills and familiarity with the subject matter.

e Ensure resource persons are fully aware of the workshop objectives, content and methodology;

e Providing facilitators to conduct each workshop. (UNHCR reserves the right to specify which
facilitator and whether one facilitator or two will be needed for the workshop, and to include a
further co-facilitator arranged independently by the eCentre if deemed appropriate. These details
will be determined during the planning stage of each workshop with consultation occurring with the
contractor at as early a stage as possible).

e Producing the training materials (colour printing, copying and binding the manuals) and
transporting of the manuals to the training location

e Submitting receipts for travel expenditures for the workshops as well as the preparatory missions if
requested (to be invoiced separately). The company will therefore not be responsible in any way
for payments to hotels/training centres other than own travel costs

2.3 Responsibilities of UNHCR (eCentre)

. Identification of overall planning factors (anticipated workshops, dates, locations and
facilitators needed) at the earliest stage possible;

. Determining overall course objectives (in consultation with the contractor)

. Determining course patrticipation;

. Determining expert resource persons needed (in consultation with the contractor);

. Providing overall coordination and liaison among resource persons, partners and service
providers (with contractor providing advice and support);

. Identifying suitable facilities for conducting the workshops (in consultation with the contractor).
. Making payments for meeting facilities. The selected contractor will not be responsible for

payments to hotels and other training venues.
Facilitation and production of materials will be in English.

Specific timing and venue of each workshop will be determined in consultation with the contractor at
the earliest stage possible.

2.4 Other important points

. Deliverables
Development and facilitation of 1-2 workshops per year of 3-day duration conducted in the Asia Pacific
region.

A written evaluation report containing recommendations for improvements submitted within 15 days
following conclusion of the workshop.

. Proposed period of contract:

3 years extendable with further 1 + 1 year
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. Presentation of Offer:

Offers must clearly state and include a detailed breakdown of activities, timeframe and costs. The
attached form should be used.

. UNHCR reserves the right to cancel any proposed workshop; in this event the contractor will be
apprised as early as possible
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3 Content of the Technical Offer

3.1 Company Qualifications

A description of your company with evidence of your company’s capacity to perform the
services required, including:

o Company profile, registration certificate and last audit reports;

e |If a multi-location company, please specify the location of the company’s
headquarters, and the branches that will be involved in the project work with
founding dates;

o Three or more letters of reference, with contact information and supporting
proposals for learning activities or exercises.

3.2 Proposed Services

e A sample training agenda conforming to adult learning techniques and modalities
with examples of interactives exercises;

o A sample of a product (e.g. workbook, PowerPoint presentation, etc.) that
demonstrates familiarity with the humanitarian security management as well as
with the UN Security Management System

e A sample of the post-workshop report

3.3 Personnel Qualifications

e A copy of the company organigram;

e Qualifications/CV of each individual proposed for facilitation and training
development (please highlight language skills especially relating to capacity in
delivering English, French, Spanish, Russian and Arabic)

3.4 Vendor Registration Form

If your company is not already registered with UNHCR, please complete, sign, and submit
with your Technical Proposal the Vendor Registration Form (Annex 12).

3.5 Applicable General Conditions

Please indicate your acknowledgement of the UNHCR General Conditions of Contract for the
Provision of Services by signing this document (Annex 13) and including it in your submitted
Technical Proposal.

Page 9 of 11



Security Risk Management (SRM)

vt:(ﬂ} UNHCR Terms of Reference

2 £ TheUN Refugee Agency

4 Evaluation

4.1 Technical Evaluation

The Technical offer will be evaluated using inter alia the following criteria and percentage
distribution: 70% from the total score.

Technical Evaluation Criteria Max Rating
Company e Service provider has proven and
qualifications relevant knowledge, experience and 10

familiarity in the field of Emergency
and/or Security training related
consultancy services.

e Service provider has knowledge,
experience and familiarity with the 15
international humanitarian system,
UNHCR operations, and the UN security
system, including UN and UNHCR
policies, practices and operating norms

e Service provider has demonstrated
experience and ability to conceive and
organize training, produce materials and
provide facilitation at highest quality 5
standards, especially the development
and management of interactive
exercises and complex field simulations,
and conduct evaluations and surveys.

Proposed Services | ¢  The proposal for training and workshop
facilitation is conceived using relevant
methodologies and facilitation
approaches prioritizing intellectual
openness, learning, mutual respect, 35
exchange of information and network-
building applicable also in complex
political and/or cross-cultural

environments
Personnel e Service Provider has diverse personnel of
Qualifications different cultures and language skills

(English, French, Spanish, Russian and
Arabic) with demonstrated knowledge
and experience in the subject matter 5
treated in the workshops or events, in
addition to the personal qualities, cross-
cultural skills and technical ability to
implement such initiatives.

70

The passing score of the Technical Evaluation is 40 out of 70 points.
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5 Key Performance Indicators

5.1 Performance Evaluation

UNHCR expects to monitor the performance of the selected supplier.

Emphasis will be on the quality of the final report and provided clear inputs to assist UNHCR
in the delivery of Emergency Workshops.
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