ANNEX G: UNHCR SPECIAL DATA PROTECTION CONDITIONS

1 DEFINITIONS AND INTERPRETATION
Uniess otherwise stated hergin, the capitalised terms shall be construed and have the same
meanings as stated in the Contract,

Personal Data means any persenal information including identifying information such as the
name, identification or passport number, mobile telephone number, email address, cash
transaction details, of whatever nature, fermat or media that by whatever means, is provided
to the Contractor by UNHCR, is accessed by the Contractor on the authority of UNHCR or is
otherwise received by the Contractor on UNHCR's behaif and includes transactional or other
information asscciated with the Data Subject generated by the Contractor in the course of
providing the Service to UNHCR.

Processing in refation to Personal Data, includes the obtaining, recording of holding of such

.data or carrying out any operation or set of operations on the data, including organisation,

adaptation, or alteration; disclosure by transmission, dissemination, or otherwise; and
alighment, combination, tlocking, erasure, or destruction.

2 DATA PROCESSING
2.1 The Contractor agrees to process the Personal Data to which these special data protection
conditions apply, and in particular the Contractor agrees that it shall:

a.

process the Personal Data in accordance with the ferms and conditions set out in this Annex
and where the standards impased by the data protection legislation regulating the Contractor
precessing of the Personal Data are higher than those prescribed in this Annex, then in
accordance with such legislation;

process the Personal Data strictly in accordance with the purposes refevant to the Services in
the manner specified from time to time by UNHCR; and for no cther purpose or in any other
manner except with the express prior written consent of UNHCR;

implement appropriate technical and organisational measures to safeguard the Personal Data
from unauthorised or unlawful processing or accidental loss, destruction or damage, having
regard to the state of technological development and the cost of implementing any measures;
such measures shall ensure a level of security appropriate to the hamm that might result from
unauthorised or untawful processing or accidental loss, destruction or damage and to the
nature of the Personal Data to be protected;

regard the Personal Data as confidential data and not disclose such data to any person other
than to employees, agenis or sub-confractors to whom disclosure is necessary for the
performance of the Setvices or except as may be required by any law or regulation affecting
the Contractor;

implement technical and organisational measures to ensure the confidentiality, privacy,
integrity, availability, accuracy and security of the Perscnal Data including establishing
organisational policies for employees, agents and sub-contracters aimed at complying with
the Contractor's duties to safeguard the Personal Data in accordance with this Annex;
implemeant backup processes as agreed between UNHCR and Contractor te procure the
availability of the Personal Data at all times and ensure that UNHCR will have access to such
backup of the Personal Data as is reasonably required by UNHCR;

ensure that any disclosure to an employes, agent or sub-contractor is subject to a binding
legal obligation to comply with the cbligations of the Coniractor pursuant to this Annex
including compliance with relevant technical and organisational measures for the

v |

M




confidentiality, privacy, integrity, availability, accuracy and security of the Personal Dats. For
the avoidance of doubt, any agreement with an employee, agent or sub-contractor shall not
relieve the Contractor of s obligation to comply fully with the special data protection
provisions under this Annex, and the Contractor shall remain fully responsible and liable for
ensuring full compliance with this Annex;

comply with any request from UNHCR to amend, transfer or delete Personal Data; provide a
copy of all or specified Personal Data held by it in a format and or a media reasonably
specified by UNHCR within reasonable timeframes as agreed between the patties;

should the Centractor receive any complaint, notice or communication which relates directiy
or indireclly to the processing of the Personal Data or to either parfy's compliance with
applicable faw, immediately notify UNHCR and provide UNHCR with full co-operation and
assistance in relation to any complaints, notices or communications;

promptly inform UNHCR if any Personal Data is lost or destroyed or becomes damaged,
corrupted or unusable and at the request of UNHCR, restore such Personal Data at its own
exXpense;

in the event of the exercise by Data Subjects of any rights in relation to their Personal Data,

‘inform UNHCR as soon as possible,

assist UNHCR with ail Data Subject information requests which may be received from any
Data Subject in relation to any Personal Datg;

not use the Personat Data of Data Subjects to contact, communicate or otherwise engage
with the Data Subjects including transmission of any marketing or other commercial
communications to the Data Subjects, except in accordance with the written consent of
UNHCR or to comply with a court order. For the avoidance of doubt, the Contractor is not
prohibited from contact, communication or engaging with the Data Subject in so far as this
does not involve processing of Personal Data and the Contractor ensures that the premotion
or offer of services is not in any manner associated to UNHCR or UNHCR's services;

notify UNHCR of the country(s) in which the Personat Data will be processed where such
country(s) is not the country of the Contractor's registered office;

not process or transfer the Persona! Data outside of the country of its registered office except
with the express prior written consent of UNHCR pursuant to a request in writing from the
Contractor to UNHCR;

permit and procure that its data processing facilities, procedures and documentation be
submitted for scrutiny by UNHCR or its authorised representatives, on reguest, in order to
audit or otherwise ascertain compliance with the terms of this Annex;

advise UNHCR of any significant change in the risk of unauthorised or unlawful processing or
accidental loss, destruction or damage of Personal Data; and

report every 12 months to UNHCR on the steps it has taken to ensure compliance with clause
3.1.of this Annex.

3 WARRANTIES
3.1 The Contractor warrants that;

a.

it will process the Personal Data in compliance with laws, enaciments, regulations, orders,
standards and other similar instruments applicabie to the Contractor; and in accordance with
the terms and conditions of this Annex;

in order to ohserve the rights of ownership and/or other proprietary or intellectuat property
rights of UNHCR in the Personal Data, not copy, retain or process the Personal Data in any
manner over the course of the Contract and upon expiration or termination of the Contract,
except as required by law or in accordance this Annex,
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4 INDEMNITY

4.1 The Contractor agrees fo indemnify and keep indemnified and defend at its expense UNHCR
against alt costs, claims, damages or expenses incurred by UNHCR or for which UNHCR may
become liable due to any failure by the Centractor or its employees, subcontractors or agenis to
comply with the abligations under this Annex.

§ APPUINTMENT OF SUB-CONTRACTORS AND AGENTS/ COMPLIANCE BY SUB-
CONTRACTORS AND AGENTS

5.1 The Confractor may authorise a third party (sub-contragtor or agent) to process the Personal
Data:

a
b.

subject to the terms of this Annex;

subject to UNHCR'’s prior written consent, the validity of the consent will be conditionat on the
Contractor supplying UNHCR with full and accurate details of the subcontractors or agents;
and

provided the relevant sub-contractor's or agent's contract terminates automatically on the

termination of the Cantract for any reason,
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